STATE OF CALIFORNIA
PARTICIPATING ADDENDUM NO. 7- 16-70-36
SOFTWARE VAR
ARIZONA NASPO ValuePoint Master Agreament No. ADSPO16-130651
SHI INTERNATIONAL, CORP. (Contractor)

This Particlpating Addendum Numbaer 7-16-70-36 is entered into between the State of California,
Department of General Services (hereafter referred to as “State” or“DGS”) and SHI International, Corp.
(hereafter referred to as “Contractor”) under the lead State of Arizona NASPO ValuePoint Master Price
Agreement Number ADSPQ16-130651, :

1. Scope

3.

A,

This Participating Addendum cavers the purchase of Software, Maintenance and Technical
Support under the Arizona NASPO ValuePoint Master Price Agreement Number ADSP016-
130651, The NASPO ValuePoint Master Agreement Is hereby incorporated by reference.

This Participating Addendum Is avallable for use by California state agencles and political
subdivisionsflocal governments. For the purposes of this agreement, a political subdivision/local
government Is defined as any city, county, city and county, district, or other local governmental
body or corporation empowered to expend public funds.

Each political subdivision/local government is to make its own determination whether this
Participating Addendum and the Arizona NASPO ValuePoint Master Agreement are consistent
with its procurement pollcles and regulations.

Term

A

The term of this Participating Addendum shall begin upen signature approval by the State
and will end April 7, 2018, or upon termination by the State; whichever occurs first,

Lead State amendments to extend the NASPO ValuePoint Master Agreement tarm date are
not automatically incorporated into this Participating Addendum. Extension(s) to the term of
this Participating Addendum will be through a written amendment upon mutual agreemsnt
betwaen the State and the Contractor.

Incorporation of Documents

Terms and conditions of the following exhibits are hereby incorpoi'ated and made a part of this
Participating Addendum:

¢ State Information Technology (IT) General Provisions GSPD401IT, effective 09/05/14
(12 pages)

¢ Cloud Computing Services Special Provisions , effective 08/03/14 (05 pages)
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Participating Addendum No. 7-16-70-36
SHl International Corp.

4. Order of Precedence

In the event of any inconsistency between the articles, attachments, or provisions which constitute
this agreement, the following descending order of precedence shall apply:

A. Califomia Participating Addendum Number 7-16-70-36, Including Exhibits A & B
B. Arizona NASPO VALUEPOINT Master Price Agreement Numbar ADSP016-130651

5. Avallable Products and Setvices

This contract is limited to the purchase and warranty of softwars, software malntenance, technical
support and Cloud/SaaS products and services that are not currently avallable under the Software
Licensing Program (SLP). Prior to purchasing under this Partleipating Addendum, state agencies
must check the DGS PD SLP website at:

hitp:/www.dgs.ca.gov/pd/Programs/Leveraged/SLP/SL.PPublishers.aspx
6. Productive Use Requirements

Each software component must be in current operation for a paying customer and the paying
customer must be external ta the contractor’s organization {(not owned by the contractor and not
owning the contractor). :

To substantiate compliance with the Productlve Use Requiremants, the Contractor must provide
* upon request the name and address of a customer Installation and the hame and tslephone number
of a contact person.

The elapsed time such software must have been in opsration is based upon the importance of the
aquipment or software for system operation and Its cost. The following designates product
categories and the required period of time for software operation prior to approval of the -
replacement item on the SLP. .

" Category 1 - Critical Scftware: Critical software is software that Is required to control the overall
operation of a computer system or peripheral equipment. Included in this category are operating
systems, data base management systems, language interpreters, assemblers and compilers,
communications software, and other essential system software.

Cost . Prior Operatlon
More than'$100,000 ‘ 8 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

‘Category 2 - Non<Critical Software: [nformation technology equipment is defined in SAM Section
4819.2,

Cost ' Prior Operation
More than $104,000 6 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month
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8.

Particlpating Addendum No. 7-16-70-36
SHI International Corp.

The following productiservice offaerings are prohibited under this Partlcipating Addendum.
Hardware
Consulting

Conflguration/Customization of software

o o B o>

Installation

Training

noom

The following Cloud Services:
1) Infrastructure as a Service (laa8)
2) Platform as a Service (PaaS)
3) Storage as a Service (STaaS)
Maximum Order Limit
Orders placed under this Participating Addendum have a maximum limit of $250,000.
Percentage of Reseller Cost
Contractor shall submit a reference document that identifies the percentage of Reseller Cost for

each software publisher (manufacturer) offered under this Participating Addendum. On high
volume single orders, Resellers are to negotiate to reduce Reseller Cost, to pass on savings to the

. State. All Resellers are to honor all quotes for thirty (30) days. If it is known that & price increase

will oceur during the thirty (30) calendar days following the quote, the Resellers may provide two
quotes, based upon the date the ordet is received.

10, Software Maintenance Renewals

Maintenance renewals for software product purchases shall be fixed at the agencles' prior
applicable rates (or lower), with a 0% uplift {no up-lift) and no additional Increases, fees or charges

‘added, for the duration of this PA.

11. Delivery

30 days after receipt of order, or as negotiated between agency and Contractor and included in ihe
purchase order.

12. Shipping

F.0.B. (Free On Board) Destination
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Part!clpatlng Addendum No. 7-1&70-36.

SHi international Corp.

13. Ordering Agency Responsibilities

A

B.

State department and political subdivislon/local government use of this Participating Addendum
Is optional.

A User Instructions guide will be prepared and administered by the State Contract
Administrator.

C. QOrdering agencies must follow the Contractor Selsction and Request for Offer (RFO) process

outlined within the User instructions guide prior fo exacuting ofders against this Participating
Addendum

14. cOntractor Responsibilities

Contractor must respond to the ordenng agency's RFQO to bs ellgibla to raceive a Purchase Order
under this Participating Addendum.

15. Involcing

The State Participating Addendum 'Number and Ordering Agency Purchase Order Number shall
appear on each purchase order and Invoice for all purchases placad under this Participating
Addendum

Unless otherwise stipulated, the contrastor must send their invoices to the department address set
forth In the purchase order. Invoices shall be submitted in triplicate and shall include the following:

¢ ¢ 6 & @ o ©°

Contract number

Agency purchase order number
Agency Blll Code

Line item number

Unit price

Extended line item price
Invoice total

State sales tax and/or use tax shall be itemized separately and added ta each invoice as applicable.
The company name on the Participating Addendum, purchase order and Invoice must match or the
State Controlier's Office will not approve payment,

16. Usage Reporting

A

Contractor shall submit usage reports on a quarterly basis to the State Contract Administrator
for all California entity purchases using the report template provided by the state.

The report is due even when thers is no activity.

The report shall be an Excel spreadsheet transmitted slectronically to the DGS mallbox at
PDCooneratives@dgs.ca.qov.
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Partlcipating Addendum No. 7-18-70-36
SHI Internatlonal Corp.

D. Any report that doss not follow the required format or that excludes information will be desmed
Incomplets. Contractor will be responsible for submitting corrected reports within five buslness
days of the date of written notification from the State.

E. Tax must not be included in the report, even if it is on the purchase order.

F. Reports are due for each quarter as follows:

JUL1T to SEP30 OCT 31

OCT 1 to DEC 31 JAN 31
JAN1 to MAR 31 APR 30
APR1 to JUN30 JUL 31

G, Fallure to meet reporting requirements and submit the reports on a timely basis shall constitute
grounds for suspension-of this contract. ‘

H. Amendments for term extensions may be approved only If all due reports have been submitted
to the State,

17. Administrative Fee

A. Contractor shall submit a check, payable to the State of California, remitted to the NASPO
ValuePoint Payment Processing Unit for the calculated amount equal to one psrcent (0.01) of
the sales for the quarterly period.

B. Contractor must include the Participating Addendum Number on the check. Those checks
submitted to the State without the Participating Addendura Number will be returned to
Contractor for additional identifylng information.

C. Administrative fee checks shall be submitted to:
State of California
Department of General Services, Procurement Division
Attenllon Multiple Awards Program
707 3“ Street, 2 Floor, MS 2-202
Wast Sacramento, CA 95605

D. The administrative fee shall not be included as an adjustment to Contractor’'s NASPO
ValuePoint Master Price Agreement pricing.

E. The adminisfrative fes shall not be invoiced or charged to the ardering agency.

F. Payment of the administrative fee is due irrespective of payment status on orders or service
contracts from a purchasing entity.
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Participating Addandum No, 7-16-70-36
SHi Internatlonal Garp.

G. Administrative fee checks are due for each quarter as follows:

JUL1 to SEP30 OCT 31
OCT 1 to DEC 31 JAN 31
JAN1 to MAR31 APR 30
APR1 to JUN30 JUL 31

H. Failure to meet administrative fee requirements and submit fees on & timely basis shall
constitute grounds for suspension of this contract.

18. Contract Management

A. The primary Contractor Contract Manager for this Participating Addendum shall be as follows:

“Contractor:
Name:
Phone:
E-Mail:
Address:

SHI International, Corp.
Kristine French - -
916-835-2820
Kristine_French@shi.com

280 Davidson Avenue
Somerset, NJ 08873

B. Should the Contractor Contract Manager information change, the Contractor will provide written
notice with the updated information to the State Contract Administrator no later than ten

business days after the change.

C. The State Confract Administrator for this Participating Addendum shall be as follows:

Name:
Phone:

- Fax;
E-Mail:
Address:

Steve Lowet

(916) 376-4539

(9186) 375-4663

Steve.lower S.08,

State of Callfornta

Department of Gensral Services
Procurement Division

707 Third Street, 2nd Floor, MS 2-202
Woest Sacramento, CA 95605

D. Should the State Contract Administrator infarmation change, the State will provide written notice
with the updated information to the Contractor Contract Manager no later than ten business

days after the change.
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Participating Addendum No. 7-16-70-36
SHI international Corp.

19. Termination of Agreement

The State may terminate this Participating Addendum at any time upon 30 days prior written notice
to the Contractor. Upon termination or other expiration of this Participating Addendum, each party
will assist the other party in orderly termination of the Participating Addendum and the transfer of all
assets, tangible and intangible, as may facilitate the orderly, non-disrupted business continuation of
each party. This provision shall not relieve the Contractor of the obligation to perform under any
purchase order or other similar ordering document executed prior to the termination becoming
effactive.

20. Amendment

No amendment or variation of the terms of this Participating Addendum shall be valid unless made
in writing, signed by the parties and approved as required. No oral understanding or agreement not
incorporated in the Participating Addendum is binding on any of the parties.

21. Agreement

A. This Participating Addendum and the Master Price Agreement together with its exhibits and/or
amendments, set forth the entire agreement between the parties with respect to the subject
matter of all previous communications, representations or agreements, whether oral or written,
with respect to the subject matter hereof. Terms and conditions inconsistent with, contrary orin
addition to the terms and conditions of this Participating Addendum and the Master Price
Agreement, together with its exhibits and/or amendments, shall not be added to or incorporated
into this Participating Addendum or the Master Price Agreement and its exhibits and/or
amendments, by any subsequent purchase order or otherwise, and any such attempts to add or
incorporate such terms and conditions are hereby rejected. The terms and conditlons of this
Participating Addendum and the Master Price Agreement and its exhibits and/or amendments
shall prevail and govern in the case of any such inconsistent or additional terms.

B. By signing below Contractor agrees to offer the same products/and or services as on the
Arizona NASPO ValuePoint Master Price Agreement Number ADSPO16-130651, at prices
equal to or lower than the prices on that contract.

C. INWITNESS WHEREOF, the parties have executed this Participating Addendum as of the date
of execution by both parties below.

STATE OF CALIFORNIA SHI International, Corp.

By: ng m By: VMMLQ Movwd
$Name:  Jim Buﬂer Name: Natalie Slowik

Title: Deputy Director : Title: Sr. Contracts Manager

Date: O(}MW \l{ 21 (9 Date:  09/28/16
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GSPP-A01IT

1

 GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY | .

DEFINITIONS: Unlass otherwies s
Work, the following terms shall ba g

cifled I the Statement of *
n the.meaning shown,

unless context requires ntherwise,

g)

b)

c)

.8

“Aoceptance Tests" means those tests performed during®
the Performance Parlod whish are intenced to determine.
vompliance of Egulpment and  SBoftware with  the
speclfications and all other Attachments incorporated hersln
by rmference and to detamnine the rellabliity of the
Equibment.

“Application Program” means a computer program which
Is thtended to be mxsctuted for the purpase of performing
ussful work for the user of the informatlon halny processed.
Application programy e deVeloped or ctherwlse acquirad
by the user of the Hardwere/Scfiware systam, but they may
be supplied by the Contractor, , )
*Altachment® means & machanical, electrcal, or elsctronl
Inferoonnaction to the Confractor-supplled Maoching or
Bystem of Equ[pment, manutactursd by other than
the orlginal Equ},)oment manufacturar thet 13, not connscted
by the Contractor,

"Buginors entity” means
arthership, «Jolnt  venture,
rlmlted lisbiity compeny, sole propristorship, Joint stook
company, oonsotium, or other pivale logal entily
racognized by statute, . '

“Buyer” maens the Stal's authorized contracting official. -
“Commerclal Hadwary' mesns Hardware developad of
regularly uset that: (I has been sold, legsad, or ligensed to
the general publio; (i) has been offered for sale, kass,
or llcenss to the gensrel publi; () hes nof beeh Gffeted,

sy ndividual, buslness,
corporation,  S.aorporation,

- sold, lassed, or ficansed to the public but will be sveliahle for

commerolal sala, lsase, or license In Ume to aatlsfy the
delivery. requiremants of this Contract; or (v) satlsfles
& triterloh expressed In (), (I, or (f) above and would

" requlre only minor modifications to meel the requirernents of

.8

this Contract, * ‘
“Commercial Software" means Software developed or
regularly used that {§ has been gsold, lamsed, or foenssd to

. the genam} public; (i} has bean offered for sela, lenss,

h

I}

k)

m)

or flosnse to the general publie; (I} has not been offered,
sold, leassd, or ficansed to the public but wilf be avallable for
commerolal sale, lesss, or lluense In tme to safisly the
delivery requirements of thls Contract or (¥) satisfles
a arltarion axpressed In (), (), or (l) above and would
require only minor modifications to mast the requirements of
this Carttract, ’

“Contrect” Means this Contract or agreement {including any
purchase order), by whatever name known or In whatever
fornat used. ) ]

“Gustom Sofiware” means Sofiware that does not maet
the definttion of Gommaercial Sofiware, C.
“Confractor” means the Bushess Entity with whom the
State entars into this Contagt. Contragtor shall be
synonymous with “supyiller”, "vandor” or othet similar tarm.
"Deta Processlng Subsystem” means & complement of
Contrastorfumished Individual Maohines, Indluding  the
nacegsaty aohiteolling elemants {or the funclional equivalent),
Operating Sofiware and Sofivare, If any, which are acquired
to oparata 28 an Integrated group, and which efe
interconnacied ntlrely by Contractor-supplisd power andlor
algna) cables; e, diect accass contoller and drivas,

, & cluster of tarminals with thelr cantroller, eto,

“Data Processing Systam (System)* meéns the total
complement of Gontractor-frnished Machines, including one

~or more cantrgl proceseors {of Inetruction protessors),

Operating Softwara whish are scquired to oparate a8 an
intagrated group,

"Deftverables”  means doods. 8oﬂwaré‘ Information

. Technoloyy, telscommunioations technology, Hardware, and

other ltems (e.g. repotts) to be dellvered pursuant to tils
Contract, Including any such ltems fumished indldent to the
provision of sarvices.

]

N

p)

D

"

8}

u

v)

- "information Technology' Includes, but & not lmited to, .
all elsotronic technology systems* and servioss, automated .

»

{REVISED AND EFFECTIVE 0/6/14) -

’

"Designated GPL(s)" nirans for sach product, if sﬂgtcnbla.
the cantral processlag unlt of the compulers or the servar
unk, Including any assoclated peripharal unlls. i no speaifie
“Designated CPUK)" are specified on the Contrad, the tem
:xhl::tlllmaan any and all CPUs lonated at the slte spacifiad
relh, : .
"Documentation” means manusk end other printed
materlals necessary of useful to the Siate In ke use or
malntenarwe of the Equipment or Sofiware provided

heraunder, Manuels and othar pifnted materals oyslomizad
for the Glete hereunder constituts Work Product ¥ such )

matorlals are tequlrad by the Statement of Work,

“Equipment s an alldncusive term which rafurs slther to
individuel Muchines or o' a complete Data Procesging
Syatem or Subsystam, including e Hardware and Opsrating
Software {if any). '
"Equipment Fallure" Is a maffunction In the Equipmant,
sxcluding  alt  external factom, whish prevents the
accomplishment of the Enuipments Intended function(s).
mloracode  or  Operating  Software  residing Ih  the
Equipment 15 nacessary for the proper operation of the
Equlpment, & fallure of such microcbde or Operating
Software which preveniz the
Equipment's Intendad functions shall be desmed to be an
Eqguipment Falure,

“Facllity Readiness Dats" means the date spaolied In the
Statement of Work by whioh the State must have the
sito preparad and evellable for Equipment delivery and
Installation, )

“Goods" meens all tyfm of. tangbla porsenal propardy,
Including "but not linlted o materials, suppliss, and
Equipment (noluding computer and telecommunloations
Equipment), .

"Hardware® ysually tefers to computer Equipment and ls
conbrasted with Software, Sas als Equipment, |
“instelintion Date" momns the date epsdiled I the

Siatemnent of Work by which the Confractor must have the

ordered Equipment ready {certified for use by tha State.

information  handling, System deslgn  and  mnalyals,
convaraion of dats, computer programming, Infotmetion
storage and retdeval, telscommunications which Include
voloe, video,. and data communlosiions, requislte System
canfrols, sknulation, electronks comimercs, and, all relatad
Interacilons betwsen’ peapls and Mechines,

*gohing'' means an Indlvidual unk of a Data Processing
Systarn or Subsyatam, separately ldentiflad by & typs and/or
modal number, comprlaad: of bl not limked fo mechanical,
electrio-mechanioal, and  electronlc pers, miorocods,
and specisl features inatolled theraon and including any
necessary Soflware, e, cehtral processing unlt, memory
module, tape unlt, card reader, elo. ,

"Machine Alteration” meens any change io a Contractor-
suppled Machine which i not mada by ihe' Contrastor,
and which resulls n the Machine deviating from Its physical,
machanical, electricsl, or elecironle (aluding microoode)
design, whether or nol additional devices or pars. ame
enployed In making such ohanga,

"Malntenance Dlagnostis Routines” means the dlagnostio

programs austomarly used by the Confracter to test

' Equlpment for proper functioning and retiabilty.

7

84)

bb).
' expected or observed Hime requlred to repelr a Bystem or

“Menufacturing Matetlals” means pars, tools, dies, figs,
fituros, plans, drawings, and Infornetlon produced or
acyuired, of ghts acttired, speciiicaty to fulfll obligations
aat forth hereln, :

“ifnan ‘Time Batween Fallure {MITBE})" maans the average

exvpacied or ohaerved fime batween conseoufive fallures in o
Syatam or componsnt.
“Mean Thne to  Repalr (MTTR® means the average

eomponent and rstum it to'nomal operation,

Page 1 of 12

accomplishment  of  the-




G8PD-401(T

[

{REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

oo} “Operating Sofiwars" reans those routines, whather of pot
idsntiflad ms Pragram Products, that reside in.the Equipment
and are reguired for the Equipment to perform its intended

. function(s), and which interface ihe operatar, ofher
Contrastor-suppiled " programs, and user progrems to the |
Equipmert, . :

dd) "Operational  Use  Time" means for  perfonmance

* messurament purposes, that time during which Equipment Is
ln actual operaion by the State, For malnienance
Operationsl Use Time purposas, that tme during which
Equipment l8 In actual operation and ls not syhonyrous with
power an time,

ag) “Pertod of Malntenance Coverage" means the petlod of
time, ne selsctad by the Stats, during which maintenance .
setvices are provided by the Contractor for a fxad monthly
chargs, as oppesad o an howdy chage for services

rendersd. Tha Parlod of Maintenanca Coverage conslats of *

the Prinolpal Peted of Maintenence and any additional hours
of ocoverage per day, andlor Inoressed coverage for
weskends and holldays.

i) "Proventive Wialntenance™ wmeans {hat maslntenance,
perfmed on & scheduled basle by the Caniractor, which I
dasigned to keep the Equiprnent In proper operating
condlfion, .

gg “Princlpal Pertod of Mainfenance” means any nine
conseoutive hours por day (usually betwesn the hours of
7:00 am. and 6:00 pm.) as selested by the State,
Including an official meal period not to exceed ohe hour,
tonday through Friday, excluding holidays observed at
the Ingtallafion, . ’

hhy "Brogramiming Alds" means Contractor-supplied programs
and routines executsble on the Gontrdctor's Equlpment
which asslsts & programmer In the developfent of
gpplcations  Including  language  processors,  soits,
sammunications modulss, data base management sysiems,
and utilly routihes, (lape-to-fiek routines, disk-to-print -
Youtines, ato,)

) “Program’ Product" means  programs, - routines,
subroutines, and telated liemae which are propriatary to the
Contracter apd whlch are.licensed to the Stale for its uss,
usuglly on the basls of separately stated ‘charges and
appropriate contesatual brovislons, . .

I "Remedial Maintenance” means that malnienance
performed by the Contractor which results fom Equipient
(Inoluding Operating  Softwars) fallure, and which s
patformed as requirad, Le,, on an unscheduled bagls.

k) “softwara” meane an alldnoluaive’tann which refers to any
computer programs, routines, or subroutines supplled by the
Contractor, Inoluding Operating  Software, Pragramming
Alds, Application Programs, antl Program Products,

) “Software Fallure"means a malfunction In the Contractor-
supplied  Software, other thah Operating  Software,
which prevents the acoomplishiment of work, “even theugh
the Egulpment (including its Operating Software) may &tlll be
vapable of oparating properdly,  For Operating Sofiwaré
failure, sos definftion of Equlpment Fallure,

mm} “State” means the govermment of the State of Calffornia,
fis employess  and  authorlzed rapresentatives,  Inoluding
without Iimitation any depsrimenl, sgenay, or other unlt of
the governraent of tha State of Calfornia,

nn) "System® means the complate ocollection of Hardware,
Software and serviees ss desorlbed (h ihis Contract,
Integratad and functionlng together, and perfomlng -fn
aceordancs with this Contract. .

o0} L8, Intelleciual Proporly Rights” means Intellectua
property righta enforcaable In the United States of Americs,
including without limitation righta in trade asorets, copyrights,
and U.8. paients,

‘

GONTRACT FORNIATION: '

a) I this Contract results fram a seslsd bld offerad In tesponse
to a solichation conducted pursusnt to Chuptars 2
{cornmencing with Secton 10280), & (commenolng with

o

b

5

Secilon 12100), end 3.6 gcommencmg with Saclion 12&(2}!3
of Part 2 of Division 2 of the Publio Contract Cede (PCC),
then Contractor's bid 1z a flmm offer to the State whloch s
accepted by the lssusnoe of this Contract end ho further
action Is required by ajther parly, .

by If thie Contract resulls from =a solichstion other than

« described In paragraph 8), nbove, the Conltactor's quotation
or proposal s deemed a fimm offer and thie Contract
documeant s the State's apcoaptance of that offar,

¢) I this Contraot resuked from-a folnt bld, & uhall be deemad
one indivisible Oontract, Each suoh joint Contractor will
belolntly and severafly leble for the parformance of
the entlne Contracd, The State sraumes no rasponsibllity or
obligation for the divislon of omders or purchuses among
[olnt Contractors,

COMPLETE INTEGRATION: This Contracl, Inoluding &ny
dooumsnls Inorporatad harein by express reforencs, i8 intsnded
to be a complete integration and there are no prer or
conhtemporanacus tifferent or eddtionsl agreements pertaining to
the subject matter of the Contract, .

SEVERABILITY: The Conbractor and the State agrea that If any
provielon af this Contraot ks found to be Hiagal or unenforceabls,
such {8y or provision she)l be deemed asticken end the
remainder of the Contract shell ramaln In full force and effect.
Eithelr party having knowlsdge of such tema or provislon shall
promptly Inform the othar of the presumed non-spplicablity of
suoh provision, . !

INDEPENDENT CONTRACTOR: Conbractor and the agents and
ainployees of the Gontractor, In the parformance of this Contraot,
shall adl in an Independent cwpmolly and not s officers or -
smployess or agents of the Slata,

APPLIGABLE LAW: This Dontract shall bs governed by and
shall ba Interpreted In sccordance with the laws of the State of
Calfornly; venue of “any acton brought with regard to this
Gontradt shall be in Sacramento County, Sadramente, Callfornla,
The Unlied Natlons Convention on Contracts for the Intemational

Saks of Goods shalf not apply to this-Gontract,

COMPLIANGE WITH STATUTES AND REGULATIONS!

a). The State and the Coptotor warrsnte and certifles that In
the performance of this Contraol, & will comply wih all
applicable steltes, rules, yegulations and orders of the
Unlted Stalss and the State of Californta. The Contractor
agrees to [ndeminffy the' Stele agalnet any loss, cost,

. damage or Uablity by reason of the Conlractor's violation of
thils,provieion. :

b} The-State will nothy the Contractor of any such clakm In

. gnriﬂng }s&nd tencler the defense thereof within & ressonable

@; &l .

¢} The Contractor will have sole contral of the defense of any
action on sush elalim and all negatiations for iis aeltiement or
compromige; provided thet () when substantlal principles of
government or public law are Ihvolvad, when iftigation might

- oreate pracetlant affecting future State operations or labliity,
or when involvement of the State Is othewise mandated by .

. law, the State may paricipate In auch action at lts own
axpense with respect to attomneys’ fess and oosts {but not
llabllity); (If where a settismant would Impose labllty on the
Siate, affect principles of Californla governnent or public
law, ar impact the authorty of the State, the Departmant of
Qenerdl Services wiil have the rght to approve or

' disapprova any softlement or compromisge,
whish approval will not unreasonably be withheld or delayad;
and (i) the Stale wilf reasonably cooperate In the defanse
and In any related satiismont negotiations,

d) ff thls Contract Is In exoess of $654,000, 4B sublect to the
raquirements of the World Trads Organization -(WTO)
Government Pracurament Agresment {GPA).

8} To the exent that this Contraot falls wiihin the scope of
Govemment Code Secion 11136, the Contractor harsby
sgraes to vaspond fo and resolve any complaint brought to
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12,

(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS — INFORMATION TECHNOLOGY

Its attantion, ragamding acceselbllity of ks products of

services, . .
CONTRAGTOR'S POWER.AND AUTHORITY:  The Contractor
warraiie that & has full power and authoiity to grant the rghts
hareln granted and will hold the State hamiess from and aysinst
sy loss, cost, Heblity, and .expense (ncluding reasonzble
stiomey fees} adsing out of any breach of this waranty,

Burther, the Contractor avere thet it will not enter Inte any .

arrangement with any third party which might abridge any rights of

the Stats under this Cohtract,

a) The State will notify the Contractor of any sueh claim In
wiiting and tender the defense thereof within a reasonabls
thne; and

‘) The Coniractor wil have sole contral of the dufarise of any

uction on auch dalm and all negotiations for Iis settlemeant or
nompramiss; provided that () when substantal princlples of
govsmment or public law are Involved, whan Utigation might
creata precedent affecting future State operations or labllity,
or when Invoivement of the State Is cthetwlse mandatad hy
iaw, thé State may padicipate In such action ol Us
own sxponss with respect o attormays’ fees and costs
{but not liablity); - (i} whets & gottloment would lwposa
flablily oh the B&tate, sffect princpks of Californla
government or publle law, or Impact the authorty of the
Stats, the Departmant of Generd Services Wil bave the right
to approve or dlanpprove any eettlement of gompromise,
which approval will not unreasonably be withheld or delayed,
and (i) {he State will reasonhably cooperste In tha defense
and In any relefed seftlament nagotiations, - . '

ASSIGRMENT:  'This Contract shall not be asslgnable by the
Contragtor in whole ar In pert vithout the wiitten punsent of the
Stuta. The State's consant shall not be unressonably withheld or
dalayed, For the purposs of this paragraph, the State will not
unmasonebly prohihit the Contracter from fraaly assigning iis right
to payment, provided that the Contraotor remaine responsibie for
its obligationg hareunter. .

WAIVER OF RIGHTS: Any action or Inaction by the State or the
fallire of the State on sny occasion, 1o enfoice any right or
provislon of the* Gontract, shall not be conshrued to be a walver by
the State of Its fights hereunder end shall not prevent the State
fram enforcing such proviglon or right on any fulure oocoaslon,
The rights and remedlos of the State hereln ars cumulative and
are In addiion to any other rights or ramadies thet the State may
have at law or in equity.

ORDER OF PREGEDENCE: in the svant of any inconsistenoy
batwean the arlicles, attachmenis, specliioations or provisions
which constitute this Contract, the following order of precedenca
shall apply: ' .

a) ‘thess Genaral Provislans ~ Information, Technology (In the
instancas provided heeln whera the paragraph begine:
“Unless otherwise, apecified It the Statement of Work!
provisions  specified In the & Statement of Work replacing
these paragraphs shall take precedence ovar the paragraph
refarenced ih these Genstal Provisions):

H)  Contract fomm, La, Puchass Order 8TD 66, Slandard
Agreement 8TD 213, ste., and any amendmanis therato;

o) Other 8paolal Rrovislons: .

d)  Statement of Work, Including any specifications Incorporated
by refarence hateln;

@) Cost workshaets; and . _

) Al other attachments: Incorporated fn ,the Contract
by rafersnce.

PAGKING AND SHIPMENT: .

4) Al Goods are o be packed’ In,suteble contalnsrs for

protection In shipment ang storage, and In gccordance with

applicable specliications, Each contalner of a multiple

containey shipment shall be identiflex! to:

I show the number of the contalner and the total number
of containers in tha shipment; arx! .

i)  the numbarof the conialnar In which the packing shest
has baen encloasd,. .

13, TRANSPORTATION

" 14,

18,

18,

“tanderad without advanoa witten conaent of the Buyer,
Contractor shell not use any speclicalion i flau of thoss ¢

by Al shipments by the Contractor or Its subcontraotors: must
include packing shests idantifying: the State's Confract
number; tem  number quantily and unkt of mersure;
part number and desaiption of the Goods shipped;
and epproprnte  eviience of inspaction, If required.
Goods for different Contracts shall be fisted on separate
packing shasts. .o

¢) Shipments must be mede as peclfied in this Contract, as it
may be smended, or otherwise dlrected i willing by the
Siate's  Transportation  Management Unlt  within  the
Dapartment of Ganeral Servioes, Procurament Division,

- CQST8  AND OTHER FEES ~ OR
EXPENBES: No charge for delivary, diayage, exprass, parcs!
post, pecking, cartage, Insurance, leanse fees, penmits, cost of
bonds, or for any other puposs will be pald by the State unless

axpressly Included and jtemized n the Contraat, .

@) The Contrector must striotly follw Cantract raquirements
regurding Frae on Board (F.O.B.), frelght terms and routing
instruclions, The Stale may permit uss of an afternate
carrier &l ho additlonal eost to the State with advance witlan
authorization of the Buyer, . ,

b} I "prepay and add” (s selected, supporting freight bills are
raquired when over 360,-unlees an exact frelght charge I
approved by the Transportation Management Unlt within the
Dapartment of Qansral Services Procurerent Divislon and a
waliver s granted, ’

o) On 'FO.B, Shipping Poln!' transactions, should any
shipments under the Contract be recslved by the Stete In a
demaged condifion and any related frelght loss and damage
dlakme flled agednet the oamlar or camlers bs wholly of
partially declinad by the carrar or carriare with tha Infaranos
thel damage was the result of the act of the shippet auch me

inadaquate packaging of loading or some Inhsrant defeot In -

the Equipment and/or materlal, the Contractor, on tequest of
the Btate, shall at Contractor's own expense assist the Stats
In establishing oarrer |Iablity by supplying evidence thut the
Equimant and/or materdal wee  proparly | constructed,

manufactured, packeged, end seoursd to withstand nomal’

transporiation aondlbons, '

DELIVERY: The Confractor shall siriotly adhere to the delivery
and completion schedules speolfied In this Contract, e, I stated
as & number of days, shall mean calendsr days unlese
otherwisa specliied. The quanfities specified harelh ara the only
quaniitles tequlred, If the Contractor daflvers In excess of the
quantities specified hereln, the State shall not be requirsd to make
any payment for the excess Dallverables, and may return them
to Contractor at the Contractor's expense or utiiize any other rights
avallable to the Stale-af law or In equity, -

SUBETITUTIONS: Substlubion of Daliverables smay not Tbhg
contained in the Contraot without writisn consant of the Buyer.’

INSPECTION, ACCEPTANCE AND REJECTION: Unless
otherwise dpeolfiad I the Statement of Work,

‘8) When acquidng Commercial Herdwars or Commercial

Sofiware, the State shall tely on Contractor's existing quality

posurance syalem s & subotituts for State Inepsolion and”

tosting. For el other amquisitions, Contractor and s
suboontractors will provide and maintaln & quality assuranee
aystern ecoeptable to the Slale coverlhg Dellvarables and
sopvioss under this Contract and will tender 1o the Stale only
those Deliverables that have been Inspecled and found to
confoim to ihls Contteof's requirements. The Contractor will
keep records evidending Inspsciiens and tholr result; ang will
meke these records availeble to the State during Contraat
pstfoimance and for three yeare after final peymert.  The
- Gontrector shall pemit the State to-review pronedurss,
practices, procasses,
and related documants to, determine the abceptabily of the
Contractor's qualty aessurance System or other skmiar
buslness practioes ralated to performenes of the Contrast.
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a)

d)

(REVISED AND EFFECTIVE 9/8/14)

GENERAL PROVISIONS — INFORMATIQN TEGHNOLOGY :

All Defiverables may be subject to inspactlon and test by the
State or lis authorized rapresentativas.
The Contactor and s subcontractors shal provide all

regsoneble fecliles for the safely und convenlense of

Inepeciors et no addiional cost 1o the State, The Contractor
shall furnish 1o Inspactors all information aixt data as may be
reasonably required to perform thelr inepagtion,

Subjsct to aubsection 16 (a) above, &l Dellverables may bs
subject to final Inspaction, test and accaptance by the Sinte

- at destinatlon, notwithstanding eny payment or Inspeoilon at

BOUCS..

The State shall glve wittan notlcs of rejection of
Daliverablas dellverad or servives perfomed Heretnder
within a reasonable tkvie aftar vecelpt of stich Delivatables or

. performance of such services, Such natlce of refection will

atats the respacts in which the Dellvaiables do nof
substantiglly conform to thelr specifications. If the &t
does not provide such notice of rajaction within fiftean (15)
deys of delivery for purohases of Commardal Hardware or
Commetalal Software or thiy (30) days of delivary for all
other purchases, such Delivarables: and servicss will be
deamed to have been accepted, Acceptance by the State
wil be final end Irreveralble, excapl as It relates to latent
defects, fraud, and gross mistakes amounting to fread,
Aoceptance shall not be conetrued to walve any wananty
rights thet the State might have at law or by
expross reservation In thls Contract with tespect fo
any nenconformily, .

Unlesa otherwise aspacified in the Statement of Woik, tille fo
Equipment shall mmaln with the Contrastor and assigns, ¥
any, untl such time as successfil auseptance ftosting haes
besn achlavad, Tite lo a spuclyl feature Installed on a
Machine and for which only a slngle Installation charge was

. peld shall pass to the Stals at no addifional chatge, togathar

with titie to the Machine on which it was Ingtalled.

17, SAVIPLES:

3

b)

Samples of llems may be rtequiad by the State for

- Inspscilon and specification tesfing and must be fumished

free of expensa to the Stale, The samples furnlshed must
be ldentical In all respacts to the products bid andlor
speoifiad {n the Contract,

Bamples, I not destroyed by teats, may, upon request mede

at the tme the sample kb funihad, be rmtumed at the

Conlraotors axpense.

48, WARRANTY:

a)

Unless otherwisa apeoifiad ‘In the ‘Statement of Woﬂ;.

the warranlies in this subseotion 'a) begin upon dellvery of

the goode or services In question ard end one (1) vear
thevsafter, The Contractor warrants that () Deliverables and
sarvices . furnished hereunder wiil substantially conform fo
the requirements of this Contract {ncltuding without Bmitation
il descriptions, spacificalions, and drawlngs Idehtiffed in the
Statement of Work), and (I} the Dellverables will ba fres
frorn materlal defacts in materlals and workmanship, Whera

the partles have sgread to design spedifications (such ap a.

Detalled Deslgn Document) and Invorporated the auma of
aqulvalent In the Statement of Work direatly or by refarence,
the Coutractor will warrant that It's Dellverables provide alf
material functiongllly requited tharshy, in additon to the
other warranties set forth hereln, whoere the Contiaot calls for
dolivery of Commerclal Software, the Conbtactor warrants
that suoh Software will perfony i accordance with its license
and socornpanying Documentation. The State's epproval of
designs or speclfications furnished by Gontractor, shall naot
refleve the Contractor of ks obligations under this waranty.

Tha Contractor warrents that Deliverables fumished - .

hereunder () Wil be fra, at the tme of delivety, of harmful
code

(Le. computer viruses, worms, trap doors, fime bombs,
dissbling cods, or. any aimllar  mallolous ' Mechanism
derigned to Interfere with the intended operatlon of, or cause
demege to, computers, deta, or Software); and (I} will not
Infringe or violate any US. Intellsctual Properly Right,

18,

Without Emiting the ,generelity of the farepolng, If the Slate
belloves thet hamful code may be pressnl I any
Commerclal Software delivered haraunder, the Contractor
will, upon the Btate’s request, provide a new or clean Install
of the Software.

0} - Unless otharwise spaclfied In the Stetement of Worke
0] The Contractor does not warrant ihat any Soflware

provided hereunder la emorfrae or that &t will run
without immaterlal Interuption,

(} The Conlractor doss not wamant and will heve po
responalbiiity for a clalm to the exterit that & arsss
directly from (A) a modification made by the State,
unless such modifioation fe approved or directed by tha
Gontractor, (B) use of Software In combination with or
o products other thah a8 specified by the Contractor,
or () misuse by the State, °

iy Whers the Contractor resslls Commerclal Hardwave or
Commerclal Software #t purchesed from a third party,
Contractor, to the extent it Is lagally able to do so, will
pase {hrough any such thitd party warrantiss to the
State-and will reasonably cooparate In- sforclng them,. -
Such warranty pass-through will not relleve the
Contraster from Contraclor's warranty obligations set
forth abova,

d) Al warranles, including spaclal warrantles specified
elsewhers heraln, shell laure to the State, I8 successors,
assigns, customer agancks, and governmental isers of the
Deliverables or servicas., ) .

.0} Except ng may be spedifically provided in the Statement of
Wark or sleewhara In this Contmal, for any breash of the
warranties provided in this Saction, the State's exclisive
remady and the Contractor's sole obligation wil be limited fo:
{) re-perormancs, rupalt, of replacament of the

nonconforming Deliverable (neluding without imitation
an infrln%l\na Daliverabie) or sarvics; or

(I should the State In s sole discretion nonsent, refund of
all amounts paid by the State for the nonconforning
Daliverable or service and payment to the State of any
additional amounts necessary fo equal the State's Cost
fo Cover.  *Cost to Covatr' msnrns the cost, properly
mitigated, of procing Deliverables or semloss of
squivalent capabillly, function, and.parformanca.  The
payment obligation In aubsaction (a){il} ahove will not
axoeed the Umits on the Contractor's liablily set fordh in

" the Seatlon entltled *Limtation of Liablity. :

fH EXCEPT FOR THE EXPRESS WARRANTIES SPEGIFIED
IN THIS S8ECTION, THE CONTRACTOR MAKES NO
WARRANTIES EITHER EXPRESS OR  IMPLIED,
INCLUDING  WITHOUT | LIMITATION ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR"
A FARTICULAR PURPQSE.,

SAFETY AND AGGIDENT PREVENTION: In perfoming wotk
under this Contract on Stals premisas, the Contracior shall
confom {0 any speoffic safely requirements uontalhed in the
Caonfract or as required by law or regulation, The'Contractor shall
taks any additiohal precautions as ihe State may reasohably
require for sefety and’ acoldent provantion pumoges,  Any

~ violafion of such rules and reculrements, unless promptly

20,

corrected, shall be grounds for tamination of this Contrant i .
actordancs with the default proviglons hereof. '

INSURANGE: The Contraclor shall malnteln all commerolal

- general labillty Inaurance, wotkers' compansation Insurance and

any othar Insurance  requlited  under the Contract.  The
Contraclor shall fumish Insurence certificale(s) evidencing

. tequlred Insurance coverage aaceptable to the Stats, Inclwiing

endorsements showing  ihe State as an "addional nsured®
requlred under the Contract. Any requirad endorssments
requested by the State must ho separately provided, merely

. refering to such coverage on the certificates{s) Is Insufficlant for

this purpoas, When parforming work on atate owned or controliatt
property, Contractor shall provide a walver of subrogation In favor -
of the State for s workers' cempsnaation policy.

21.TERMINATION FOR NON-APPROPRIATION OF FUNDS!
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22,

(REVISED AND EFFECTIVE 8/6H4)

'GENERAL PROVISIONS - INFORMATION TECHNOLOGY -

a) If the term of this Contract extends Into fiacal yess .

subsequent to that In which It Is spprovad, such continuation

of the Contract 18 contingent on the appropration of funds for *

gych purppse by the Lepisiature.  If funds to effect stich
continued paymant are not appropiiated, the Contractor

‘agress Yo take back any affected Dellvetables furnished
under this Contract, teminate any services supplied to tha
State under this Cantract, and ralleve the Stete of ary further
obligation therefor, |

b) ‘The State agrees that If It appears ikely that subsectinn a)

above wii bs invoked, the 8tata sand Contractor shell agree
to talte all remsonable steps to proritze work and
Daliverables and minknize the Incurrence of costs prior to

' the expiration of funding Tor this Contrack,

.¢) 'THE STATE AGREES THAT IF PARAGRAPH ) ABOVE 18

‘INVOKED, COMMERCIAL FHARDWARE AND BSOFTWARE
THAT HAS NOT BEEN PAID FOR SHALL BE RETURNED
TO THE CONTRACTOR IN SUBSTANTIALLY THE SAVE
CONDITION IN WHICH DELIVERED TO THE. STATE
SUBJECT TO NORMAL WEAR AND TEAR
THE STATE FURTHER AGREES TO PAY FOR PACKING,
CRATING, TRANSPORTATION TO THE CONTRACTOR'S
NEAREST FACILITY AND FOR REIMBURSEMENT TO
THE GCONTRACTOR FOR EXPENSES INGURRED FOR
“THEIR ASBIBTANCE [N SBUCH PACKING AND CRATING.

THRMINATION POR THE CONVENIENCE OF THE BTATE:
a) ‘The Gtate may teimlnate performanca of work under fhis
Cantract for Its convaniance Jn whols or, from tine to fme, In

part, I the Department of Qeneral Servicas, Deputy Director,

- Procuremant  Divislon, or designee, datarmines that a
terminafion le in the Stete's Interest.  The Depariment of
Goneml  Services, Defuty Dirsctor, Procurament Division,
or designee; shall temminate by delivering to the Gonlractar &
Notice of Tetminalion speoffying the extent of temination
and the effective date theraof,

b} After tecelpt of a Notloe of Termingtion, and excapt ms |

decled by the S&tale, the Contractor shall immediately

procaad  with the foliowing obliyatlons, as appllcable,

regandioss of any delay In dotsrmining or adjusting any
amoonts dus under this ofayse, The Cantractor shall

‘() Stop work as specifiad in the Notice of Taminetion.

() Placa no further subconiracts for materlals, services,
or faollities, except as necessaty o complete the
cordinuing portion of the Contract.

{ily Terminate all subcontracts to the expent they weluts o
the work temminated.

(v) Seltle all outstanding lebilkles and lenmination
setlament proposals arslng from the temnination
of subcontraols; . :

¢) Afer tomination, the Contractor shell submk a fn
terminatlon settlament proposal to the State In the form and
with the nformation prasorbed by the State, The Contractor
shall submii the proposal promptly, but tio later than 90 deys
after the elfactive dale of temiinatlon, unless & different tine
ls provided tn the, Sialement of Work or In the Nofice of
Termination.

Y

d) The Contractar sud tha Staie may agres ipon the whole or

any part of the amount to be pald as requesied under
subsection (o) above, -

&) Unless otherwise set forth In the Statement of Work, If the
Contractor and the State fall to egrea on the amount to be
pald bevause of the temmination {or converlence, the Slate
Wil pay the Contractor the following amounls; provided that
in no evant will tota] puyments exceed the amount pryabie
{o the Cantraotor [f the Contract had bean fully parformad:

() The GContract prics for Dolivarables or services

accepted or retained by the State and not previowsly

pafd for, adjusted for any savings on freight and ,ofher
. ochamges; and -
{ihy - The total of: :
" A} The reasonable costs Incurred in the parformance
of the wark teminatéd, Including Initial costs and
preparatory  expenses  allscable  thersto,

B

but axcluding any cost altriuitable to Dellverables
or services paid or (o be pald; ’
B) The remsonsble oost of setting and paylng
temination settioment proposals undar teminated
subvoniracts that ars properly chaigeable to tha
terminated portion of the Gantract; and
0} Reasonable storaga, trahapartaiion,
demobilization, unamortized ovehaad and capltal
coats, and other onsis raasanably inourred by the
Conlbractor In winding down and terminating
fts work,
Tha Contraclor will use generally accepted ‘aecounting
principlos, or acoouriing principles otharwise agrasd to in
witing by the parfles, and sound’ business practicss In

determining ell costs claimed, egresd to, or detemsined .

under this clause,

25, TERMINATION FOR DEFAULT:

2)

b,

&)

d)

-ﬁ)

‘The State may, subject to the clauze titled “Forse Majeure®
and to subssclion d) below, by witten notice of default to
tha Contraclor, tenminate this Contract In whols or In part
the Contractor falls to:
) Deliver tha Dellverables or parform the sarvicss within
}Ee ;th;\a spacified In the Contract or .any amendment
srato;
1§ Make progress, so that tha lack of progress endangers
peformance of this Contract; or
10 Patform any of the sther provisions of this Contract,
The State's right ta taminata this Contract under sub-ssction
) above, may ba awarolsad only If tha faflure constitites &
matetlal breach of this Contract and ¥ the Contracior does
not oure such fallure within the Ume frame =sieted in the
State’s cure notlos, which In nb event wiil be less fhan
fiftesn (16) duys, unless the Stabetnant of Work calls for @
different pettod. ‘ .
If the State tenminates this .Contract I’ whole or In par
pursuant to this Section, & may anqulre, undex tarms and In
the mannar the Buyer conslders appropriate, Dallverables or
services similar to thosa terminated, and the Contractor wilf
be fiable to the Siate for any excess costs for those
Dellverablas and services, inoluding without mitatlon costs
third party vendors oharge for Manufaching Materials
(but subject to the olause entitled “Limitation of Liabllity™),
Howaver, tha Contractor shall contiuva the worl
1ot tarminated. ' :
if+the Contract lo- teminated for default, the State may
reguiie the Contractor to transfer titls, or in the case of
lioenged Software, licenss, and deliver fo the State,
as direcled hy the Buyet, any:

* (i} completed Dellvarablas,

1) partially completed Dallverables, and,

(i) subjact to provislons of sub-sentlon o) below,
Manufacturing  Matordale related to the tenvinatsd
portion of this Gontract, Nothing in this sub-ssction dj
wii be construed to prant the Stalw rghte to
Deflverables that It would not have recslved had this
Contract been fully performed.  Upon direation of the
Buyer, tha Conlractor shall also protsct and praperve
propeity In #s possession In which the $tale has
an interest, )

The State ghall pay Qontract prite for completed

Dellvetablas defivered and accepled and items the State

*, roquires tha Contractor to transfer under sediion (d) above,

Unless the Statement of Wark calls for diiferant progaduras

‘or requlres no-charge dellvery of materlals, the Gonfractor

and Buyer shell attempt to agres on the amount of payment

for Manufecturing Malerlals and other materials delivered

and acsepted by the Stale for the protecllon and
praservation of the propery; provided that where the
Contractor hies bllied the Stats for any such matadals, no
additiong] charge will apply. Fallure to agres wif constitule &

dispute under ths Diaputes olause, The State may withhold |
from these 'emounts any sum } detemmines to bé netessary ’
to protect the State agalnst loss becpuse of outstanding lens

or olalms of former llsh holders,
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25.

(REVISED AND EFFECTIVE 95/2014)

GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

if. after wivination, |t b detemingd by u final dacision that -

. the Conlractor was not i datault, the fights and chllgations

)}
b}

of the parties shall be the same aa If the temlnation had
been lssuad for the convenlence of the State.

Both parties, State and Cantiactor, upoh any tamination for
dafault, have a duty to mkigate the damages sufiared by it
The riphts 4nd remedies of the State in this clavae are In
addition o eny other rights and remadias proviled by law or
under this Contract, and are sublact to the dlauss titled
“Limitation of Liablity”

FORGE MAJEURE! Exospl for defaults of subcontractors at any
tier, the Contraotor shall not be llable for any pxcess costs If the
tallure to parform the Contract mslees from causas beyond the
control and without the fault or hegligenca of the Gontraotor
Examplas of such causes inolude, but are not imited to: .

8
b)

Acts of God or of the public ensmy, and
Acts of the federal or Simte gavernment in sither His
soveralgn or aohtraotual capaclly, -~

If the fallure to parfam s catsad by the default of a subcontractor
at any tier, and If the cauga of the default Is hayond the contral of
both the Gontractor aend suboontraotor, and without tha fault or

negligenoe of efthar, the Contractor shall not be |
axocess ceats for fallure to perform,

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

8

)

dy

In the avent any Dellverables fumished or services providad
by the Contractor In the performance of the Confract should
tell to conforn fo the requirsments hereln, or to the sample
stbmitied by the Contractor, the State may refect the same,

and 1t shall becoms the duty of the Contractor to reclaim and - .

remove the lteen promptly or fo corract the perfommance of
seviess, withoul expense’ to the State, and Immediately
replace all such rejscted itams with others canforming fo the
Cuntract, .

In sddition to any other rights and remediss The Stats may
have, the State may require the Contractor, at Contractor's
expense, to ship Deliverables via air fraight or expadited
routing 1o avold or minimize actual or potential delay if the
dalay ks the fault of the Contractor,

In the evant of the temminafion of the Contract, either in
whole or In parl, by reason of default or breach by the
Conbraotor, any loss or damags sustalned by the State In
procuring any ftems which the Oontractor agreed to supply
shall ba bome and pald for by the Contractor (but aublect to
the clauss entitied ‘Limltation of Liability"),

The Btate reservas the right to offset the rassonable cost of
all demages caused to the State against any ouistanding
involcas or amounte awed {o the Copdractor or to'make a
olakn agalnet the Gontractor therefars,

UMITATION OF LIABILITY:

4)

Except an may be otherwise approved by the Dapartent of

Genoral Services Deputy Diractor, Proourement Division or
thelr designee, Contractors Bability for damages to the State

" “for any cause whatsoever, and tepardiess of the fom of

b

action, whathet In Contract or In tort, ghall be lmlisd to the
Purchase Prics, For' purpases of this sub-seotlon a),
"Fuschuse Price™ will mean the aggregats Gontract prics;
axcept that, with respact to a Contract under which multiple
purchase ordets Wil be lagued (g.g,, a Master Agresment or
Multiple Award Scheduls contract), “Purchase Price’ will
mean the totel price of the purchase ordsr for the
Deliverable(s) or sevioe(s) that gave tiss to the loss, sush
that the Contractor will have a separata mitation of Habliily
fot sach purcheseg crdat. .

The foregaing limitation of llabilly shall not apply (i} to any
Habllity under the Qeneral [Provisions antitled ‘Gompllance
with Statufes and Regulations” {f) to flablity under tha

Genaral Provislong; entiiled "Patent, Copyright, and Trade

Seoret Indemnity® or to any other Hablity (including without
limitation Indemunification oblations) for Infingement of third
perty intsllsctual property rights; (i) to clalms arising under
provisions heraln calfing for lndemifieation for third party
clalme ngalnat the State for death, bodily Wjury to persons or
damege to real or tangible parsonal propetty sdused by the

lable for any

28,

29.

Gonteetvr’s negligence or willful misconduct; or (Iv{ to tosts
gr atiomey's fess that tha Btate becomes entitted to recover
gs u prevalling party in-any action. C : .
he State's llabillty for damages for any cause whatsoever, -
and regardiess of the fonm of action, whethar in Oontract or

Ih tort, shall be mied to thd Purohase Price, ns that term is
afined In subsection ) above,  Nothing herain shall be
construed to walve of limkt the Stats's soversign immunlty or
any othar mmunity from suit provided by law. :
it no Bvant wilt alther the Contraotor or the State be likble for
gonsequential, incldental, Indlract, speclal, or punitive
damages, even If nofificatlon has baen given as to the
porslbiitiy of auth damages, axcapt (l) o the exart that the
Contractor's Nsbllity for such damages I speclfically sét forth
the Statement .of Work ar () to the sxtent that the
Contraptor's flebliity for such demages, adees out of sub-
zaction by(l), by, ar b){lv) above,

GONTRACTOR’S LIABILITY FOR INJURY TO PERSONS OR '
DAMIKGE TO PROPERTY: .

8] {The Conttactor shall bs lieble for dgmages arsing out of
jury to the person andior demsge to the proparty of the
Stats, émploysas of the Stats, persons deslgnated by the
Ptate for tralning, or any other person(s) other than agents or’
Bployaes of the Contractor, designated by tha Slate for any
purpese, prlar to, duting, or subsequent to dalivary,
nateliation, acceptance, and use of the Deliverables eliher at.
the Conbractor's slte o; at the State's pldcs of busineas,
iprovided that the Injury or damege was ocavsad by e fautt
or nagligance of the Contrastor, ' . .

The Gontractor shefl nat be liable for damages arlaing oug of
or caused by an altsration or an Attachment not mads or
Installad by the Condractar, or for dumage o sltarations or

o)

INDEMNIFICATION; The Contraclor agrees to indemnlfy, defend
and pave hanniess the State, In officers, agenls and employees
from) any and all thivd party claims, costs (noluding without
limitstion weatchable attornays' feas), and lossas tdue to the Injury
or death of any indvidual, or the loss or damage to any real or
tangfhle parsonal property, resulting from the willfil misconduat or
jgent acts of omisslons, of the Contraclor or any of s
ateg, agents, subcontractors, employses, supplies, or
laboers fumishing or supplying work, services, matedals, or
supppes in connaction with the petformence of this Contraol
Such defense and payment wil be condtlonal wupon
the {ollowdng: )

8) | The Stele Wil notlfy the Contractor of any such claim In
\ﬁlﬁﬂng n«znd Aender e dofense thereof within a reasonable
me; & .

b} | The Contracior wit-have sole control of the defanse of any
action on such claim and-all negotiations for lis settlemant or
compromise; provided that () when substantial prnclples of
govemment or publlo faw are lnvolvad, when Ktigation might
create precatant affécting fullire Stats operations or labillty,
of when lnvolvemant of the Stals Is othewlss mandated by
lew, the Stats may partioipate In such action at ke dwn
expense with respact to attornays’ fees and oosts ful not
lablity): () where & settlernent would impose lablily on the
State, affect prinolples of Calfforala government or publio
law, or impsct the authorlly of the State, the Deparlment of
Genorat Services Wil have the right to approve. or
dlzapprove any settlement or compromiss, which approvel
Wl net unreasonably be withheld or dalayed: and (I} the
State will reasonably cooperste In the defenso and in any
ralated settlornent negotiations,

INYOICES: Unlase otherwise apeolfied, Involces shall be sent to
the| addreas et forth herein, Involees shall be submitiad In
tiiptloats and ehall Inolide the Contragt number; release order
number {if applloabis) ltem nurober; unkt price, extended ftam
ptige and Involee total emount, State sales tax andior ¢se lax
gh ‘llicelﬁ lemizad separately and added to each- lwolcs as
ap 6.
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(REVISED AND EFFECTIVE ¥5/2014)

GENERAL PROVISIONS - INFORMATION TEGHNOLOGY

| AYMENT DATE: Payment Wil be made In -
gc%%r%gn% th the provisions of thgygaliforrda Prompt Payment *

Acl, Governmernt Gode Section 927 et seq. " Unlasg expressly
exernptad by statuts, the Aot raquires State agencies to pay
properly submitted, undleputad involces not more then 46 days
after (lj the date of scceptanca of Dellverables or performance
of sewlkas; or (I} recslpt .of en undisputed invoka,
whichaver is later,

TAXES: Unless otherwlsa required by law, the Btate of Galfornla-
Is exarvipt from Federal exclad taxes, The State will only pay for
any State or local salea of use texes on the sarvives rendersd or
Goods supplled to the State pursuant to this Contract,

NEWLY MARURACTURED GOORDS: All Goode fumishad under
this Contract shall he newly manufactured Goods or certified as
new and wemanted .es new by the manufsctrer; used of
rasonditioned Goods ars prohibited, unless otherwise speciflad.
CONTRACT MODIFICATION: No amendment or varlatlon of the
temis of this Coniract shell be valld unless made In writlng, signed
by the partles and approved as required, No oral understanding

of agreament nob ncorperatad In the Contract Is binding on gny of -

the partles. .
GONFIDENTALITY OF DATA: All financlal, statistoal, personal,
technlcal gnd other data and information relating to the State's
operation which are designated . confidentlal by the &tate and’
mads avallable to the Condracter In order to camy out thie
Cantiact, o which become avullable to the Contractor In carm
out this Contract, shall be protected by the Contracior fr
unauthorized use and disclosure through the obsevance of the
same of more effactive procedural requirements #s are applicable
to the State, The Iidentification of all such vonfidential data and
information as wall as the State's procadural requiraments for
protection of auch date and hformation from unauthorized use
and discloayre shall be provided by the Siate Ih wilting to the
Contractor, It the methads and procadures smployad by the
Contractor for the prolecton of the Contrastors data and
information ars deemed by the State to be adaquate for fhe
aroteation of the Siuie's confidential Information, such methods
and ‘procaduwres may be usad, with the written consant of the
Slate, to camy out the Intent of thls paragraph, The Coniractor

. shall not be reguired undet the provisions of this paragraph to

keef confidentiod any data of Informefion which fs or bseomes.
publivly aveliabls, & aleady rightfully In  the Contractor's
possession without ohligation of confidentialty, s independently
develped by the Contractor outslde the scope of this Gontrast, ot
s tightiully obtainad from third pattles.

NEWS RELEASES: Unless othsrwlss exemptad, news releases,
endorsements, advarising, and soclal media condent pertaining
to this Gontract shall not he mads wihout prior written approval of
the Department of Ganeral Servines,  *

DOCUMENTATION:

a)  The Contractor agress to provide to the State, al no oharys,
all Dovumentatlon as desoribed within the Statement of
Work, and updated verslons thereof, which are necessary or
vaaful to the Stale I s use of the Equipment or Software
provided hereundsr, The Caontractor agrees to provide
additional Doournentution at prices not In excess of charged
made by the Contractor fo its other oustomers for
similar Docunsentalion, )

h}  If the Contractor s unabla to perform malntenance or the
State deslres to perforn Its_ own’ malntenance on Bquipment
purchased under ihls Contract fhen upon witten notis by

the State ihe Contracter will provide at Contracto’s then .’

currert rates and feea sdequate prd raasonable asslstance
Including mlevant Documentstion to allow the Stute to
malntaln  the Equibment based on the Contracior's
methadology.  The Contractor apraes that the State may
reproducs  such Documentation for Its own use [n
raaintalning the Equipment,  If the Contractor I unable to
perform malntenancs, fhe Oontractor agrees to leense any
othar Contractor thet the State may have hlred to malntain
the Equipmient to use the above noted Dooumemation, The
State agrees 1 Include the Contractar's copyright notice on

37,

30,

any such Rowmmentation repraducad, In accordence with
aopyright Instrustions to ba providad by the Ceniractor,

RIGHTS IN WORK PRODUCT:

8  All Invantione, discovaties, intellectual property, technlcal .’

sommnioations ahd reootds originated or preparad by the
Conractor pursusnt to this Conbact Including papers,
- tepotts, chats, computer programs, and  other
Documentation or improvements thereto, and Including tha .
Contractor's administrative communioations and records
velating to this Contraot (collectively, the "Work Produst®,
shall bs tha Coniractor's axoluglve properly. The provisions

of this sub-aection a) may be revissd In 2 Statement of -
Work.

b) Softwars shd oher materials developsd or otherwise
ablafnad by or for the Contractor or lts sffifiates
indapendently of this Contract ar applisable purchses order
("Pre-Existing Materals"} do not conatitute Work Produot,
the Contractor crentes derlvative works of Pre-Existing
Materlals, the elements of sych derfvailve wolke croated
pursuant b this Contract congtitute Work Produat, but other
olements do not,  Nothing In this Section 37 Wil be
consiivied to interfere whh the Gontrastor's or ie effilates’
ownsiship of Pre-Existing Materiala,

¢) The State wil have Govermment Purpose Righis to the
Wark Product as Delverable or dellvered to the State

. hemsundsr,  ‘Governnient Pumpose Rights" are the
unlimited, Iirevocable, worldwids, perpeiusl, royaly-free,
non-excluslve fights and licenses fo use, modlfy, yeproduce,
parform, relaase, dsplay, create darivative works from, and
disclose the Work Produst. "Government Purpose Rights*
alss Inowie the right to releape o disclose the Work
Product owtslde the Sfate for any Stats govemment
purpese and to authorze reciplenis. to use, modify,
raprodues, perfontt, release, display, create dsiivathe
works from, and diaclose the Work Produat for any State
govemment purpose. Suoh reciplante of the Work Prociuct
may include, without fimftatlon, State Contraciors, Galiformia
local governments, the U.S, federal govemment, and the
State and local govemments of other states, “Government
Purposs Rights* do not knolude any rights to use, mekdify,
raproduce, perform, yolease, dlaplay,” trente derivalive
works from, or disclose the Work Product for sny
ootnmayolal purpose. : '

d) The idaae, ooncepts, know-how, or tethnijues relllng to
data procensing, develuped during the couree of this
Contrant by the Contractor or jointly by the Contractor and
ths State may be used by alther parly without ohligation of
notice or agtaunting.

o) " This Tontraat shall not presiuds the Contracter from
developing materials oulslde this Contract that awe
competitiva, Irrespactive of thelr similarity to matedals which
might be dsliverad to tha State pumbant to thls Contract,

SOFTWARE LICENSE:  Unless otherwise apecliisd In the

Statemant of Work, the Contractor heveby granis to the State and -

the State accepts from the Gontractor, subject to the terms and

conditions of this Gonfract, & perpatual, Imevoocable, royalty-fres,

non-axclusive, license to use the Sofiware Products In this

Contract (herelnsfter refeired to a8 “Softwara Progusts®),

8} The.State may use the Softwars Products in the canduct of
its own bustness, and any division thereof .

B)  The flospse granted above authorizes the State o use tha

Sofiwere Products In machine-readable form o the'

Computes System ‘looated ot the site(s) speclfied in the
Statement of Work. BSald - Computer System and is
aasovlaied units (collactively raferred to as.CPU) am s
dasipnated in the Statement of Waork, If the deslgnated Pt
(6 Inoperative due to maifunction, the llcenge hereln granted
shall be terporailly extended to authorize the &tate to use
the SBoftware Productt, In machine-readable form, on any
other 8tals GPU unt) the desfgnated CPU Is ratumed to
operation,
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GENERAL, PRQWSION's ~ INFORMATION TECHNOLOGY

o) By prior witien notice, thes State may redesignate the CPU In «,

whioh the Software Products are to be.used providad that
the redesignated CPU is substantially simifar in size and
soale al no additions! cost, The redesimetion shall not be
imited to thé orglnal site and will be effective upon the dete
apaoified In tha notlee of radesignation, ‘
d) Accaptance of Commerolal Software (Inclding third party

Soltware} and Cuetom Software will bs governed by the

tatrne and condltions of this Contrant,

84, PROTECTION OF PROPRIETARY SOFTWARE AND OTHER

40

4.

42

PROFPRIETARY DATA! .

8} The State agrees that &l material appropriately marked or
identiied In wiiting as proprietary, and furnished heraunder
are provided for the State's exolusive ues for the purases of
this Contract anly, All such propristary data shall remaln the
propery of the Contraotor,  The Stale agrees to take all

. reasonable steps to dnsurs that such propristary data are not

disclozed to others, without prior Written consent of the
Contractor, subjeat to the Callfornia Public Records Act,

by The State will lhsure, prior‘to dlsposing of any media,
that any leensed materiala contalned thereon have beet
srasad or othervisa destroyed,

o) The State agrees that @ will take appropriale mction by
inatruction, agresmert or otharwise with its employass or
other persons permitterd access to Yoensed scftware and
ofher propriotary data to sstisfy Hs obllgations In this
Contract with respect .to use, copylng, madlfication,
protectlon and esourity of propristaty softwars and other

< propristary dats.

RIGHT TO GOPY OR MODIFY:

g} Any Software Product provided " by the Contractor In
machins-randahle form may be copled, In whole or 1n par, In
printad or machine-readalile foim for use by the Slate with
the designaled CPU, fo perfarm one-time henchmark tests,
for archival or emargency restart puposes, to teplace a
worn copy, to understand the contents of auch machine-
readeble materal, or to modify the Software Product as
provided below, provided, howdver, that no more than the
number of printed coples and machine-tasdebls. coples as
spectiod In the Statement of Wark wiil be In exlstence under
this Contract ml any fime without prior wiitten consent of the
Contractor, Such consent shall not be unreasanably withheld
by the Contractor, The orpinal, .and any ocoples of the
Software Product, fn whola or in part, which are made
hareundar shal be the property of the Gontractor,

b} ‘The State may todify. any non-personal compiter Software
Product, In machine-readable form, for s own use and
marge K into other program material. Any portion of the.
Software Product included {n any merged program materlal
ghall be ussd only on the dasignated CPUs and shall be
subjact to the temns and condltions of the Contract.

FUTURE RBLEEASES: Unless otherwise specifically provided In
his Contraot, or the Staiement of Work, i improved verslons, e.g.,
patehes, bug fixes, updates or releases, of any Sofiware Product
are developad by the oontractor, and are made avaliable to other
flconaaes, they Will be made avaliable to the State at no additionat
coat ohly if such ars made avallable to olher ficensses at no
additional cost. )f the Contraator offers new verslons or Upgrades
te the Sofiware Product, they shall be made avallable to the
Shata st the State's option st a prige ne greater than the Contract
prlca plus a price Incrange proppritonats to the Incrense from the
iist price of tha orlginal varsion o that of the naw version, if any. If
the Software Product has no Hist price, such ptice Increase will bo
proportlonate to the Increase In average priée from the original to
the naw vérslon, If any, as estimated by the Contractor in good
falth, o,

ENCRYPTION/GPY () AUTHORIZATION CODES!
g} When Eneryption’CPU Identification (ID) authorization codes
mre regulred to, operate the GSoflware Freducts, the

Contractor will provide ak codes to the State-with delivery of
the Softwars.

b) In amse of an Inoperative CPY, the Contractor will provida &

temporaty encryption/CPU ID authorization gode to the State
for ure on 4 temporarily authorized CRPU uatll the designstsd
CPU Is ratumad to operation, .
o) When changes In designated CPUs occcur, Hhe State will
notify the Contractor via telephons andlor faceimilele-medl of
such change, Upon racalpt of such notice, the Contractor will
lssus via telsphone andior facsimllefeanall to the State

within 24 hows, & temporary enoryption 1D authorizelion .

cads for use on the nowly designated CPU unti such time a8
permanant code is assigned. :

" 43, PATENT, COPYRIGHT AND TRADE SECRET INDENINITY:

8)  Contractar will Indemnlfy, defend, and save hamrless the
State, Is offioars, agents, and employees, from any and sil
tird paty claine, costs (noluding without Jimitation
regsonable attorneys' fees), and losess for infringement or
viclation of any U.8. Intellectusl Proparly Ripht by any
product o service provided hereunder, With raspect to
clalms wrising from computar Hardware or Softwara

manufacturad by & third pany and eold by Contractor ag 8

.repeliar, Confractor will pass through to tha Stats such
. Indemnily rights as 1t racelves fom auch third patty (*Third
Party Obligetion™) . and will cooperate In enforclng them;
provided that If the third party manutacturer falis to honot the
Thirg Party Obligation, Contractar will provids the State with

{ndemnily protection equal to that callad for by the Third .

Parly Obligation, but In no event graster than that callad for

In the first santance of thie Section ), The provislons of the

preceding ssntencs apply only to thid party computer

tl-t{largwat: or Software sold as e distinot untt and accapted by
" the Sta

Unless .& Third Parly Obligation provides  otherwise,
the defense and payment obligations set forth i this
Saciion will be sonditional upon the Tollowing:

() The Stata will notify the Contractor of any such clalm n
* wiling and tender ‘the deferwe thersof wihin a
ressonable time; and .

(I} Tha Contractor will havs sole contrel of the defense of
any astion on such claim and all nepodstions for s
setflemant  or  compromipe;  provided  that
(a) when substantial princinles of governmant or publio
law are Involved, when Iiigation might crente pracedent
affecting future Stats oporations or liablllty, o when

invalvement of the State s otherwlse mandatad by law, |

the State may partidipate In suoh aclion at ks own
oxpense with respeot to atiomeys' foees and costs
(but not Kabliily): (b) where & selilemant would Impose
llablity on the BState, affsct principles of Callfornis
govemment or publio law, or impuct the authorlty of the
State, the Department of General Sarvices will have the
right to approve or disapprove any seitlomunt or
compromise, which approval will nol unreasonably be
withheld o delayed; and (c) the State will ressonably
cooparate In the dafonss and In any related seftlement
negotiationg,

b}  Should the Delivarables, or the oparation thersof, becarne,
of In the Contractor's opinion are Wkely to bacome, the
siblect of a olaim of Infringament or violaton of a U.5.
intelleatual Property Rlght, the State shall permit the
Contraclor, at ts option and expenss, elther t procure for
the Bista the right to continue using the Deliverables, or to
replace or madify the same 8o that they bacome
non-infinglng, |f none of these options can reakonably ba
talwn, or If the use of such Dallverables by the Stats shall ba
prevented by bjunction, the Contractor agrees fo takgs back
such Dollvarables and muke every reasonable effort to
asalel the State In procwing subsifivte Daliverablos,
If; In" the sole oplnlon of the Stats, the rslum of such
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GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

Infringlng  Deliverablse makes the ratontion of other

Daliverables acqulred from the Contrector under this

Contraet  Impractloal, the State shall then have

the oplion of teminating auch Contracts, or applioable

portions thereof, without penally or terminafion charge.

The Coniractor agrees t¢ take back such Delflverables and

refund any surns the State has pald the Contractor less any

reasonable rmoutt for uss or damage,

The Gontruotor shall have no Habliity to the Stals under any

provision of this ‘clauss with reapect to any claim of patant,

aopyright or trade seoret infringement which la basad upon:

{} " Tha dombination or utiizatlon of Dalivarabiss fumished
heraundar with Equipment, Software or davices not
made or furnishad by the Contractor; or,

() The bperation of Equipment fumished by the Contraclor
thdar the ocomtrol of any Operating Software ather
than, or In addilon to, the ourrent verslon of
Cotitractor-supplled Opevating Software; or

() Tha modification Inllated by the State, or a third party
at the Stets's directlon, of-any Daliverable furnishad
hersunder; o

(v The combingtion ot ulllization of Software furnished
hareuridar with hon-contractor aupplled Software,

The Contractor oarfifles that it hes appropriate systeme and

controls In place to ensure that State funds will not be used

In the performance of this Contract for the acouleition,

oparation, ar malntenance of computsr Sofiwars In violation

of oopyright lawe, ‘ ‘ .

44, DISPUTES:

a)

b)

Tha parties shall deal In goad faith and atiempt to resolve
potantlal disputes Informally,  If the dispute parslats,  the
Contractor shall submit to the contracting Deparment
Director or deslghes & written demand for a final daclslon
regarding the deposition of any dispute between the parties
adsing uncer, related to or Involving this Confract,
Contractors wiltlen demand shal be fully supporled by
factual Informviation, and I such demand lnvolves a oost
adjusiment to the Contrack, the Contractor shall inoludé with

. tha demand a wiitlen statement signed by ah suthorized

persdh indicating thet the demand is made In good falth, thet
{he supporting dete ere acourate and complets and that the
amount ragussted accurately reflacts the Confmet
edjustmant for which Contracter bellaves the State Is labla.
The oontraoting Dapariment Director or designee shall have'
30 days after racalpt of Contractor's writlen demand invokling
thls Saction *Disputes to rander & written declslon, If a
wiitten declslon s not renderad within 30 days sfter recalpt
of the Contractor's demand, It shall be deemed a decislon
adverse to-the Contractor's contention, f the Contractor Is
nat salisfled with the decislon of the conlsacting Departmant
Dreotor or dasignas, the Contractor may appaal the
dechlan, in wiiflng, within 18 deys of its Issuance (or the
axplation of the 30 day parldd In the evant no deoision Is
randerad by tha contracting department), ta the Dapardment
of General 8arvices,
Depuly Diractor, Prooursmant Divislon, who shall have 45
days to rendar & final declsion. [f the Coniraotor does not
appsal the dacislon of the contracting Department Dlractor
or designes, the decislon shall ba condusive and Hinding
regarding the dispute and the Contractor shall be barred
from cammancing an astion {n cowt, of with the Viims

‘Compensation Government Clakne Board, for fallwe to °

axhaust Gontractor's administrative remedies.

Panding the final resaluion of eny dispute arlsihg under,

related to or involving this Conteact, Contractor agiees to

- diligently procead with the performance of thls Contract,

Inchuding the dslivery of Goods or providing of services In
ancordance with the State's hatructions regarding this
Confract, Contractor's fallure to diligently proceed In
socordance With the Gimte's Insfructions yegarding this
Contract shall be conaldorsd. a materiel  breach of
this Contract, w

©)

4

Any final declglon of the State shal be expressly Kentifled

as such, shall ba In willlng, and shall be signed by the
Deputy Dhector, Froturemant Divislon f an sppesl was
made, If the Deputy Divector, Procusement Divislon falls to
ender a final dedlslon within 48 days after recalpt of the
Contrantor’s appeal for a fina! dedlsion, It shall be deamed a
fingl dedlslon adversa to the Contractors contentiors, The
State's final declion shall ba conclsive and binding
regarding the dispute unisse the Contraclor gommences an
eatlon in & court of competant furisdiclion to conteel such
dedleion within 60 deys following ths date of the final

decialon of one (1) year following the acorusl of the cause of

aotion, whichaver s luter, .

For disputes Iwalving purchasss made by the Daparimant of
Goneral Bervices,' Proowiemant Division,
shel submi to the Department Director of desighes &
wiitten demand for a final daclslon,  which shall bs fully

the Confractor

supported in the manner descrbed In subseciion a above, -

The Depariment Diractor or designes sheil have 30 daye to
render a final deolalon, f & final dazision s not randered
within 30 days aftey receipl of the Contractors demand, &t
shall ba desmad a final dedision advarss to the Contractors
oonfention. ‘The final declsion shall be conslusive and
binding regarding the dispute unless the Contractor
sommences Bn action In & Cowt of competent Jurlsdiction to
conteat suwoh deolsion within 80 days followlng the date of
the final daoislon or one (1) yaar following the accrual of the
cause of action, whichever is |sler. .

The dates of declsion and appeal i this ssctioh may be
modifled by mutual consent, as appllasble, exnapling the
tme to commence an acton In & cour of competent
Justadiction, ‘

4B, STOP WORK: ‘

Y

b)

The &tate may, at any fme, by wiiten Stop Wotl Ordar to
the Contractor, regulre the Contraotar to atop all, or any par,
of the wark callad for by this- Contract for a period up to

Af days aftor the Stop Wotk Ordar s delivered to the
Conbaotor, and for any further period to which the partles
‘may ogree.  The 8top Work Order shell be specifically
\dentifiad as such and shall indicata It is issued Undsr this
tlause, Upon recelpt of the Stap Work Oxdar, the Contiaator
shall ' immodiataly comply with Its terms end teke 4l

- fegaonabla dteps to minknize the Incurance of coats

allocable to the work ooverad by the Stop Work Order during
the perled of work stoppege. Within A perlod of 45 days
aftar & Stop Work Oxlet Is daslivered to the Contractor, or
Within any extension of that periad to whish the parties shall
hive sgreed, the Stats shall sither:

i Cancelthe Stop Work Order: o

. M Terminats the work coverad by the Stap Work Order as

provided for in the temminalion for default ‘or the
termiation for convanlence clause of this Contract,

If a Stop Work Ordor lssued under thia olause ls cancelsd or
the period of the Stop Work Owdwr or any sxtshslon thereof
expiras, the Condractor shall resume work, The State shall
muks an eguitable adjustment In the delfivety sthedule,
the Confreot price, or both, and the Conteact shall
be modifted, In wrlting, accordingly,

{) The Btop Work Otder results In an Increase in the tine
coquired for, or In the Conlvactor's cost propery
allocable to the perfamance of any part of this
Contract; and

(I} ‘the GContraclor asserts Us right. to -an equitable
adjusiment within 80 %e?s after the i of the petied of
work stoppage; provided, that F the State dacldes the
facts juslify the action, the Stale may recalve and acl
upon g proposal submilted at any time hefore final
payment under this Contrast,

if & Stop Work Order I not canceled and the work coversg

by tha Stop Work Order I8 teminated in acoordance with the
provision entitled Temination for the Convenlenus of the
State, the State shall allow repsonable costs rasulting from

the StopWork Ordar In arriving at the terminetion settlement.
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GENERAL PROVISIONS — INFORMATION TECHNOLOGY

d) The State shall not he llable to the Contractor for |oas of .

proflts becauss of & Stop Work Order Issued undasr
this clause.

EXAMINATION AND AUDIT: The Contractor agrees that the

State or It designated reprepentative shall have the rigtt fo”
. teview and

y shy records and eupporting dooumentation
directly pertalning to parformance of this Conirect. The Contraotor

agress to maintsln suoh records for possible audh for & minimum’

of thrae (3) years afier finel puymeltt, unless. a longer period of
racords ratention Is stipulatad, The Contracior agrees to allow the
audltor(s) accass to such records durlng nommal business hours
and in such a manner s¢ as to not Interfers unreasonably with
normal business acliviles and to' allow interviews of any
employees . of others ,  who might  reasonably
hive information related to slch recoxds, Fisthar, the Contracior egrees fo
include a almilar right of the State to audlt records and Interview
ataff In sny subcontract ralated to performance of this Contrach,
The State shall provide reasonable advance wiitten notice of sush
audit(e) to the Gontractor. ,

47. FOLLOW-ON GONTRACTS: ’

&) If the Contractor ot ks afflimtes provides Technloal
Consulting and Direction {as defined below), the Contractor
and its affiliates:

{Iy will not he awarded a subsequent Contract to supply
the servies or syslem, or any significant componant
thereof, that ks used for or { connection with any
subject of such Technioal Consulting and Direction; and

() will not aot as obnsultant fo any person of erifity that

' does recalve a Contraod desoribed In sub-asction (1)
This " prohibifon will aontinug for one (1) year after
tarnination of thls Contract of completion of the
Teshpioal Consulling and Direction, whichever comess
later,

B) “Teohnical Conslting and Direction® means servicas for |

which the Contragtnr mxosived compensation from the State
and Includes; e
() devslopment of or .msskstance |t the developmant of

work  statements,  gpacifications, soficltations, or -
foauibllity studies; :

() developrment or deslgh of tast requirernents; L

il evaluation of test data;

) direction of or evtluedion of snother Conlractor;
v)  provislon of formal recommendations reganding the
aoqulsltion of Information- Technology products or
sevices; or
provislons of format reoemmendatione regarding any of
the above. For purposes of thie Sactlon, "affiltates” are
snployees, diractors,  pariners, Jolnit  venture
participants, parent ootporations, subsidieres, or any
other antity controlled by, controliing, or undar common
control with the Contractor, Conirol exlsts when an
entity owns ar dirasts more than fifly percent (50%) of
the outstanding shares or sacurities repressntlng the
tight to vote fof the slsction of direclors or other
managing autharity, ..
o) To the exient pembshble by law, the Director of the
Depaitmant of General Services, o deslgnes, may waive the
restrictions sat forth In this Section by waltten notice to the
Coniractor [f the Director datermines tholr application would
not ba Ip the Stale’s best Intarest, Except as prohiblied by
law, tha rastricions of this Saction will not apply:

v

) to followon advice glven by vendors of commerolal.

offthe-shalf  products, including  Software
Hardware, on the operation, Intageation,
of malntenance of such preducts aftar sale; or
{Ilj .whete the Stata has entored Into a masier agreament
for Sofiware. or sorvices and the scope of work #f
.the tme of Contract exeoution exprasely calls for
future  recommendations among the Contractor's
: own produots,
d) Tha restristlons sel-forth In this Seotion are In addliion to
gonflict of Interest restriations imposed on public Contractors

and
repalr,

by Gallfornla law (Conflit Lawe®): In the avert of any
inconelstenoy, such Confllst Laws override the provislons of
this Sactlon, even If ensotad after exacution of fhis Contract,

48 PRIORITY HIRING CONSIDERATIONS: If this Contract Includes

49,

services In excans of §200,000, the Contractor shall givs priorliy -
consideration In fillhg vacancles in positons funded by
the Contrast to quallied reciplants of ald under Welfare and

Iitgaéiégﬂohs Code Section 11200 in scoordancs with PCC Section

COVENANT AGAINST GRATUITIES: The Contracter waranis

. that no gratultles (Inthe fomn of enterialnment, gifts, or otherwiss)
vere offered of given by the Contractor, or any ugent or °

rapresentative of the Contractor, to any officet or employse of the
Biate with a view toward secuing the Conlract or securing
favorable traatment with respect to any determinations concstning
the performance of the Contract, For breach or viplation of this
warranty, the State shall have the dght to taminate the Contract,
atther In whole or In parl, and any loss or damage susteined by
the Btate In pracuring on the open markat any kems which the
Gontractor agread to supply shall be horne and pakd for by the

Contractor. The rights sl remedies of the State provided n this

olause shall not be exclusive and are i addiion ts any other

. Mights and remedizs provided by law or In equiiy.

80

81,

52, ASSIGNMENT OF ANTITRUST ACTIONS:

NONDISCRIMINATION CLAUSE: . Lt
8) During the petormancs of this Confract, the Contiactor and
s subnontractors shall not ulawfully dlscriminats, harass or
allow” harassment, agelnst any employes or mpplloant for
smployinent bacauss of sex, sexual orlentation, race, color,
ancestry, rteliglous creed, natlonsl orgin, <isablity
(ncluding HIV and AIDB), medioal condiiion {oancer), age,
merttal status, and denlal of family care leave. The
Contragtor  and  subconirectors  shall  Insure  thet the
evaluation and treatment of thalr employees and epplicants
for employment are fres from such disorimination and
hersssment, The Contractor eand subcontractors  shall
 comply with tha provisions of the Fak Employment and

Houslng Act (Govetnmett ‘Code, Ssction 12080 et seq,) and
the mpplionbls  regulations promulgated  thereunder
{California Gode of Regulations, Title, 2, Section 7285.0 et
86q.). The epplicsble regulations of the Felr Employment

. and Housig Commiission mplaimenting Govemment Code

Seclion 12990 (a-), set jorth In Chapter & of Divislon 4 of
Tile 2 of the Calffomia Code of Regulations ave incomorated
Into this Contract by referencs and made a pait hereof ug if
set forth th full The Contractor and s subcontractors shall
glve witten notlca of thelr abligations under this clause to
labor omgenlzetions with which they have a callective
bargalning or cther agraement,
b)  Tha Contraclar shall ‘nclude the nondiscrkningtion and
. compliance provisions of this clauee In all subcontracts to
performn wark undsr the Contract, !

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
‘The Gonfractor swoars under penalty of perury thal no more than
one final, unappesiable finding of contempt of court by a fedsral
ocurt has been Issupd mgainst the Contractor within ihs -
Immetistely preceding {wo-yewr pardod becauss of the
Contractor's fafiure to comply with an order of the Natlonal Lahor
Ralations Board, . This provislon Is requlred by, and shal) be
oonstruad In ecotrdance with, PCC Saotlon 10298,

Putsusn{ to

Governmeni Cade Sections 4552, 4683, and 4864, tha following -

provisions are Incorporated hereln; .

a) In submililag a bid to the Stile, the supplier offers and

. tbgress that If the bld Is soveptad, 1t will asskin to the State all
rights, title, and Intsrest In end to sl causes of satlon It may
have under Saotion 4 of the Clayton Act {16 US.C, 15)
ar unclar the Cartwright Act {Chapter 2, commenoing vdth
Soollon 16700, of Part 2 of Division 7 of the Business and
Professlons  Code), ahising from  purchases. of Goods,
materlal or other ftems, of sarvices by the supplier for sdle to
the State pursuant to tha solicitation. Such asslgnment shal
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be made and bagome offactiva at the time the State tenders.’
finat payment to the supplier.

h) ¥ the State recelves, efther through judpment or seitfement,
a ‘monatary recovery for 8 oause of aclion assigned under
thie chapler, the assignor shal be eniltfed to recelve
relmbursemant for actual lagal costs lnourred and may, upon
demand, recover from the State.any portion of the recovery,

’ including treble damages, altributeble to overchergss that
ware pald by the assignor but wete not pald by the Biate as
patt of the bld prlce, less the expanses inourrad in obtalning
that portion of the recovery.

") Upon demand In writing by the asslgnor, the asalgnae ehal,

within one year from such demand, raassign the causs of |

uctlon sssigned under thle part If the aesignor has bean or

may have been injured by the violation of law for which the

calisa of actlon arose and

() the assignes has not been ihjured thereby, or

(I}) the assignee daclinge to fie a court action for the cause

. of action,

83, DRUGWFREE WORKPLACE CERTIFIGATION: The Contractor
© cartifles under ﬁ:nalty of perjury under the lawa of the Stats of

Gallfomla that the Contracior Wil comply with the raguirements of

the Drug-Free Workplace. Act of 1990 (Governmanl Code

Sectlon B360 et aeq.} end will provide a drug-frea workplace by

taking tha following aotions;

&  Publleh & statement notlylng employses that unlawful
manufacture, distribution, dispensatlon, posseasion, ot use
of a.controliad substance & prohibltad and spectiying actions
to e taken agalnst employaes for viclatlons, s required by

.. Govemnment Code Ssotlon B366(a),

By  Establish & Drug-Fras Awareness Program a3 regulrad by

Govarnment Code Sectlon 8356(b) to Inform employees -

about all of the following:

® the dangers of drug abuge i the workplaas;

{§) the person's or organization's polloy of melitalning a
drug-ree workpiace;

iy any avaltable counseling, rehablitation and employas

. assistance pragrarms; and,

(v) penalties thet may be Imposed upon employees for
drug shusa vicktions, ’ :

¢) -Provide, as renulred by Government Cods Soection 8365(0),

that evary emplayes who works ex the propossd or resuliing

Contrack ’ :

) Wil recalve & copy of tha company's drug-free pofloy
statement; and,

Iy wil agrea to ablde by the terms of the company's
statenent &8s 2 ocondiion of employment on
the Contract. .

84, FOUR-DIGIT DATE COMPLIANCE: Contractor warcants that &
wil provide only Four-Digh Date Compliant {as deflned below)
Deliverables and/or servioee {o the Stats,
Cornpliant® Debverables and servkes cah acourately prooess,
éaleulale, compars, and ssquence date data, Including without

+ , limitation date data arlslng out of or relating to leap years and
changes In cemiuries, This warranty and representation I8
subject lo the warwenty terms and condifons of this Contract and

doss not limlt the generality of warrgntrob)igsﬂuns set forth -

disewhera harain,

BG, SWEATFREE CODE OF CONDUCT: .
a) Contractor declares under penally of pedury thet no
equipment, matarials, or supplles fumished to the Stete

! pursuant to the Contract have been preduced I whols or In
part by ewastshop labor, forced labor, convict labor,
Indantured {sber under pensi sanetlon, abusive forme of

child 1abor or exploliation of chiidren in sweatshop labor, or

with the benefk of sweatshop labor, forced labor, totiviel

labor, indentured labor under penal sancilen, abuslve forme

of child ahor or exploltation of ohildren i sweatshop lahor,

The Conttacter fuher declares  under penalty of
pefjury-that they adhere to the Sweatfrea Code: of Conduot

as set foth op the Calfomla Department of industdal
Relations wabalte located et wwwdlnos.goy, and Publo
Contract Code Sectlon 8108,

¢

"Four Digh Date

. b The Contractor agrees o cooperate fully In providing -

§6.

67,

68,

8o

80,

81,

reagonable access fo ite records, doouments, agenis of .
emplo?'eas‘ of pramiees If reasonably required by awthorized

" offictals of the State, the Departmant of Industrial Relations,
or the Depardment of Justice to determine the Contraclor's
sempllance with the reguirements under paragraph (&),

RECYGLED CONTENT REQUIRMENTS: The Coniractor shal
cartify In witing undar penalty of pefiry, the minkoum, ¥ not
exaat, parcentaga of post-oonsumer matsrlal (es defined iy the
Public Contract Code (PCC) Saction 12200-12200), In products,
matarials, goods, or stipplles offerad or sold to the State that fall
under any of the statutoty categorles repardiass of whether the
product meets tha requirements of Saclion 12208, The ceatification
shall. be provided by the contractor, even If the product or good
oontalns no postconsumar recycled materlal, and even § the
postoonsumer content s unknown, With respect to printer of
duplication cartidges that comply with the requirements of Saction
12166{a), the oartification requlred by this subdivision shal speclfy
that the cartridges so comply (PCC 122065 (b){2)), A stals agency -
contracting officer may walve the eeriification requirements if the
perosiiage of postconsumer matarial In the products, materiale,
goods, of supplies can be verlled In e written adverlisement,
Including, but not kmited to, a product tebel, & catalog, or a
manufacturer of vendor Intemet web slte, Contractors are to use,
to the maximum exient aconomically feaslble In the performance
of the contract woik, recycled content products (PCC 12208(d).

CHILG SUPPORT COWPLIANGE ACT: For eny Contract In
excese of $100,000, tha Contrastor acknowlsdges In accordanoe
with PCC Section 7110, that;

a) The Contmolor recognizas the mporiance of ohifd and family
support abligations and shall fully comply wih all apploable -
State and faderal laws relaling to thild and famlly eupport
anfarcement, Including, but not imlted to, discivatire of
information and  compllance with  eamings . assignment
ordors, as provided In Chapler 8 (catrimonaing with Saction
5200) of Pait & of Division © of the Famlly Code; and

i) The, Conttactor, to the best of B8 knowledge s fully
oomplying with the eamings assignment orderz of all
empiloyees and ls providing the names of all new employees
o the New Hire Registry maltained by the: Callfom

. Employent Developmant Dapartmart. ..

AMERICANS WITH DISABILITIES ACT: The Contractor assutes

the State thet the Contraotor complles with the Amerkeans with

Disabillties Act of 1990 (42 U.8.0, 121D1 eteeq)

ELECTRONIC WABRTE RECYCLING ACY OF 2003
The Contraclor certifies that % complies with the applicable
requirements of the Electronle Waste Reowiling Aol of 2008,
Chapier 6.6, Part 3 of Divielon 30, commencing with 'Sedtlon
42460 of the Public Resourcas Code. ‘The ‘Gontragtor shall
maintdln donumentation and provide reasonable access o its
records and documents that evidencs compliance,

UBE TAX COLLECTION: It accordence wih PCC
Seclion 102861, the Contractor cartifles that [t complies with the
requirements of Section 7101 of the Revenus and Taxatlon Cotls.
Gontractor futher certifles that It will Immadiately advise the Stats
of any change In its retailer's seller's parni or celfination
of reglatration or spplicable affiiiala's - sellers it or
cariiffoste of faglstratlon as deswibed In subdivislon () of PCC
Section 102061,

EXPATRIATE CORPORATIONS: Cuntraotor heeby declares
that & is not an expaliate corporation or subaldiary of an
éxpatriale corperation within the meaning of PCC Sactiphs 10286

. and 102851, and s sligible to aontraot with the State.

62

DOMESTIC PARTNERS: For contrasts over $100,000 execlted
or amended oftar Juiwary 1, 2007, the contractor cattifles that the

oonttactor I8 In compliance With Publlc Contraat Gode Saction
10286,3.
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62, SMALL  BUSINESS  PARTICIPATION  AND  DVBE.

PARTICIBATION REPORTING REQUIREMENTS:

a) If for this Contract the Conbractor rmade & Commitment to
achlove amal business particlpation, then the Contrasior
tmust witiiin B0 days of receiving fins) payment undar this,
Contract {or within such other time paried as may bs
gpecifiac aipewhars i thia Contract) raport (o the awarding
depaiment the aclual percentage of small business
participation that was schieved. (Govt, Code § 14841.)

B} If for this Contrast the Contractor made & commitment . ‘
achiove disabled veteran busihass dnterprise (DVBE)
participation, then Coniractor must within 60 days of
receiving final paymant under thls Contract (tr within suoh
other time period a8 may be speocified elsewhere In this
Contract) carlify In  report to the awarding department: (1)
the total amiount the prime Contractor tecalved urder the
Contract; (2) the name and addiess of the DVBE(s) that
perticipated in the perfomance of the Contraeh (3) the
amount each DVBE recelved from the prime Contractor; (d)
that all payments under the Contraot have beun mada to the
DVBE; and (6) tha actual peroentage of DVBE participation
{hat was achleved. A pemson or anilty that knowingly
provides false information shall be subject to & civl panally
for eaoh violtlon, (Ml & Vets. Coda § 908.5(d)
Govt. Cade § 14841} - ,

64, LOSS LEADER: it (s unlawful for any parson.engaged In
busitess within this state to sed or uge any aiticle or product &8 @
“iogs leadar s defined in Sectlon {17080 of the Business and
Ptofeaslons Cods. (PCC 12104.5().),
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STATE MODEL

CLOUD COMPUTING SERVICES SPECIAL.PROVESIONS
. (Scxﬁware:as a Bervice)

.

THESE SPECIAL PROVISIONS ARE ONLY TO BE'USED FOR SQFTWARE AS A SERVICE {SaaS), &8
DEFINED BELOW, THESE 8PECIAL PROVISIONS ARE.TO'BE ATTACHED TO THE GENERAL-PROVISIONS -
INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MININUM, A STATEMENT 0FWORK($OW) AND
SERVICE LEVEL AGREEMENT (SLA). STATE AGENCIES MUST F'!RST. ~

A

CLASSIFY THEIR DATA PURBUANIT TO THE CALIFORNIA STATE. ADMIN!STRATIVE MANUAL (SAM)
" B305.5;

B, CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING. A}PART!CULAR

TECHNOLOGICAL APPROACH, IN ACCORDANGE WITH SAM 4981,1,-4883 AND 4983.1.AND THEN,;

C, -MODIFY THESE SPECIAL PROVLS!ONS THROUGH THE SOW ANDIDR SLATO MEEIF THENEEDS OF

' j,Deﬁntttong T .

a)

_ oporafing systems, storage, or even individual application capabllifies, with the. pcmible excepﬁon of fimited
= userspectic application conflgtration setings. ST

d)

EACH ACQUIS!TION.

r
oAt

"Cloud Software as a Service- (SaaS) - The capability provided to the consumer Is to use appﬂcaﬂons
made avaliable by the provider running on a cloud infrastricture. The applications are. acoessible from-’

various cllent devicas through-athindlient intetface such as a web browser {e:g.,wébsbased emal). The

consuimer doss not manage of cantrol the underlying cloud Infrastructure Including: rietwork ssetvers,

“Cloud Platform as aBervice.(PaaSy - The capablity proyided to the consumerls o, deployionto th toud
Infrastructure consumer-created or acqulred applications ereated using programmingdangueges and tools

" supparted by the provider, The consumer-doss not manage or control the underlying dloud nfrastruoture

including network, servers, operating systams, or storage, but has control overthe deployad spplications .

. and possibly applicafion hosting environmant configurations, ' - b ey
: Cloud infrastructure.as a Service (iaa8)" - The capablily provided to the consumar o provision

procassing, storage;networks, antl other fuidemental computing resources:where the consumer is able to
deploy and run arbirary software, which can include operating systems-and applloatiors. The consumer
does not manage or control the underlying-eloud Infrastructure but has control-over.operating systems;
storage, deployed app!lcations, and possibly imited control of selact networklng componems~(e g:, host

irewalis),

"Data® - means any infarmation, formulae, algotithms, ot other content that tha “tate the States
employess, agents and end ussrs tupload, create of modify using the Saa8 pursuant to this Contract, -Data
alsa Includes user ideniffication information and metadata which may contaln Data o fram which the.Stats's
Data may be ascartalnable.

“Data Breach” - means any access, destruotion,ioss, thett, use, modmcation or dlsclosure of Data by an
unatthorized party or that Is in violation of Contrast terms and/or appficable state o federal law. e
"Recovery Point Objactive (RPO)' ~ means the polnt In time to which Data can be recovered and/or

- gystems restored when service Is restored after an Interruption, The Recovery Point Objective Is expressed

as a langth of time betwsen the Intarruption and the most pmxlmate backup of Data immediately preceding
the Interruption. The RPO'ls detalled n the SLA.
*Recovery Tima Objactive (RTQ)" - means the patlod of time wlthin which Information technology services,

systems, applications and functions must be recovered following an unplanned interruption. The RT@ is-
detalled Inthe SLA,
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STATE MOBDEL
GLOUD COMPUTING SERVICES SPECIAL F’RDV!SSONS

(Softwar@ as:a Service)

Tetms

2, 8488 AVAILABILITY: Unless otherwiss stated.inthe Statement of Work
a) Tha-8aa$ shallbe avaliahle twenty—four (24) hours.par day, 365 days per year {exdudlng agreed-upon
% malntenance downtima).
b) 1f SaaS monthly evallability averages Iess than 99 0% (excluding ngraaduupen maintenance: downt!me} the
State shall be-entitled to récover damages, apply cradits or use-other contractugl remedles as-set forth In
< the Statement of Work.
o) If.SaaSmonthly avallabllity averages less than 89.8% (excluding agreed-upon maintenance xjowntime), for
-~ three (3) or more months In a rofling twelve-month perlod, the.State may terminate.the contract for material
. breach In accordance with the Termination for Defatlt provision in the' General Provislons Information
Technology.
d) Contractor shall provide advance written notios to the State n the manner set forth inthe Statament of Wark
“of any major upgrades orchanges that will affect the SasS avaliabiﬂty

3, DATAAVAILABILITY; Unless otherw!se stated fn the Staternent of Work, .
) - Fhe Data shall be avallabls twenty-four {24)-hours per day, 365.days par yoar- {exclud ng agreed -Upon |
- maintenance downtime), |
b) If Data monthly avallahility-averages. less thah £0.8% (exnluding agraed~upon maintenance downhma) the
State shall be enfitled to recover damages, apply cradits or use other:contraciual remedies-as'set forth in
- the Statement ‘of Work if the State Is-unable o access the Data a8 4 result.of:
1) Acts or omlsslon of Confractor;
2)  Aots or omlsslons.of third-parties working on hehelf of Contmotor i :
.. 3) Netwoark compromise, network intruslon, hacks; introduction.of vlruses disabling devices, malware
and other foims of aftack that can dlsrupt access to Contraotor's server, forthe-exfent such atfack
: would have bean prevented by Contractor taking reasonable industry. stendard-precaufions; .
.- 4) Poweroutages or ather telecommunleations or Internet fa!kures ~to the extent such outages were
withirr Contrector’s direct or exprass control. )
) lf Data monthly avallabllity averages less than 98.8% {excluding agreednupnn manntenance downﬁme) for -
- three (3) or more months in a ralling twelve-month perled, the State may terminate the contract for material
breach in accordance with the Termination for Dafault provision In the General Provislons ~ lnformatlon
Technoingy : :

.4,,

4, Bag8 and {DATA SECURITY:
&) " In acdition to the Compliance with Stattes and Reguiations provision set forth.in the General vaislonsm

Information Technalogy, Centractor shall certify to the State:

1) The sufficlency of its securtty standards fools, technoiogles and procedm sin providmg Saas
. under this Contract;
2) Compliance with the following:
| The Callforia Information Practices Act {Clvil Code Sections 17‘98 ot.58q.);
fl. Sacurtty provisions.of the Callfornia State Administrative Manual (Chapters 5100 and 5300) and
. the Californla Statewlde Information Management Manual (Sections 68C, 58D, 668, 5305A
5310A and B, 5326A:and B, 5330A, B and C, 6340A, B and C, 5360B);

' fi. Undergo an annual Statement on Standards for Attestaflon Engagements (BSAE) No, 16
Service Organization Contral {SOC) 2 Type |l audit. Audlt results and Contractor's plan fo corract
any negative findings shali be made avallable to the State upon request; and

Iv, Privacy provislons of the Federal Privacy Act of 1974;
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3) Compllanae with applicable-ndustry staneards and guldsiines, including but nat limited to refevant
socuty provisions of the Payment Card indushy (PCI) Data Seourtty Standard (PCIDSS) inoluding
the PCIDSS Cloud Compttting Quidslines,

b) - Contractor shall implement and maintain afl appropriate administrative, physkal, technical and procedurel .
safeguards In acoordance with esctlon«e).above at.all timss during the term of this Contraotto sacurs such
Data fromData Breach; protect the' Déta and the:8aas from hacks, Introduction of viruses, dlsabling

. davices, maIWHre ang otherforms of mallclous orJnadveﬁent acts that can dlsrupt*the Btate's.acoess to lts
Data, ‘
c) Gontractor shall aliow the State reasonable acoess to SeaS sacurlty logs, 4atenoy statlstice, and other i
" related SaaS securlly data thet affact this Contract and the State's Dats, atho costto the State.

d) Contractor assumes respansibillty for the secirtty and confidentiality of the'Data tnder jis control, -

6} No Data shall be copled, modifled, destroyed or deleted by Contractor othet than for normal:operation or
‘malrtenance of Saa$ during the Contrast: padod wilthout prior waitten notioe 1o and wntten approval by the ‘
Btatar i ©ont ‘

f)- Remote.access to Data from oUtside the- oonﬂnentai United States, lnclud!ng remots accessio Data by
authorized SaaS support staff in identified suppm:t centers, Is prohiblted Hnless approved in advance by tha
Stété@méf Informetion Securlty: Ofﬁcer PR *ss Yo, '

L ENGRYPTION' Gonﬂdennd sensltive or, personal Information shall be encrypted In: accordanoa with Califormia
. Slate Admirilstrative Manual 3501 and Cellfornla Stetewlde lnfonnaﬂon Management Manual 53Q5~A
1 \ {’,
6. DATA'LOCATION: Unless otherwise stated-in thaﬁtatement of Work and approved In advanoe“by the State -, -
Chief Information Security Qfficer, the physlcal lacation: - Contractor's data center where' me Data fsr stored ghall be ’
withiin the‘conﬂnental Unlled States, * . wToE v o : et :
EEAN N “ bl 4 ,,.7 ,,, -
7. RIGHTS MOBATA: The parties agree that as hameen tham, alb rights dnet udlng al Intellectuat. proparty rights in
" and to Datashall remaln the exclusive propertyiofha:State, andtContractor has a'iited, nen-sxclusivadlcense to
" geoess-and use the Deta-as provided toGentfestor Qomky&for‘performlﬂg Its obligations undef the Gotitract; Nothing -
herefnshallbeconstrued to confer any'hcensefﬁrﬁﬂgmm‘ihe Data, including. user traoking-dnd:exception Data within
the system, by Implicetion, estoppel or otherlss, untertapgiightor other Inteflectiial property rights, to-any third
party. ‘Unauthorized use of Data by Contractor c}rfth!rd partfesls prohibited. -For the-purposes-of this requliement,
the phrase funauthorized use* means’ the-datafiililngoi-processing of data, stored or trarismitted byhe servics, for
unrelated coritarclal purposes, advertising er advettigingsrelated purposes, or for anymther purpose other than
securlty orgeivice dellvery analysls thatds not exﬁﬁcmywaufhorlzed :

w! R BN

8 ‘FRANSITION PERIOD:
8)" For ninaty{80) days priorto the expiration dete-ofthis:Centract, or upon notice of term(naﬁon of ths .
Gonfract, Contractor shall asslst the State [n extracting andfor transitionlng all Data In: the format detetmined
'by-the State (“Transttion Pedod®. + -
b} The Fransltion Pariod may.be modiﬁed In the SOW 07-89 agreed upon in wﬁﬂng by the pames In a confract
amendiment,
* . ¢) During the Transition Period, Saad and Data aacess shall continue 10 be made avallable fo the State
. Without alteration,
d} Contractor agrees fo compensats the State fordamages or losses the &ate incurs:as a-esult of -
: Contractor's fallure to cornply with this seclon- adcordance with the Limlteﬂon of Liabliity, pros)islon set
forthdn the General Provislons -/Information Technology.
6) Uniess otherwlse stated in the SOW, the'Contractor:shall permanently d%troy oF render Inaooesslbla any
pnrﬂon of the Data In-Conir aotor’s andlor subcontractor‘s possesslon or control fotlowing ihe explration of all
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obligations in this section, Within thirty (30) days, Contractor shall lssue awrltten statement to the State
confirming the destruction or Inaccessibillty of the State's Data.,

i The State atlts opﬂon may purchase additional fransttlon sewvices as agresd upon Inthe SOW,

9. DATA BREACH Unlaes otherwise stated In the Statsment of Work,
a) Upon discovery or reasonable ballsf of any Data Breach, Contractor shall no iy the State by the festest
means avallable.and also inwriting, with:addltlanal, notifation provided to'the.Chief Information. Securlty
Officar ar desighse of the contracting agency, Contractor shall provide such notification within forty-elght

{48) hours after Confractor ressonably belleves there has been sucl a Data Breach. Contractor's
nofification shall identify:

1) The nature of the Data Braach;
2) The Data accessed, used or disclosed: ‘
8). The person(s) who accessad, used, dlsclosad and/or recelved Dat (if known)
4) What Contractor has dong orwlll do to quarantine and miltigate the Data Breach; and
A5). . What correotive acion Gontractorhes taken or will take to prevent future.Date Bmaches
k) Contractor will provide daily updates, or more frequantly If reuired by the Stete, regarding findings and
. actions performed by Confractor unfil the Data Bmach has baen effectively resolved:io the Statels
satisfaction,
-¢) Contrester shall quarantine the Data Braach,:snsLis secure accass to Data and repalr SaaS:asneeded. 1n
accordance with the SLA; Fallure to do so-may result n the State exarclaing Jts.aptions for assessing . .
tdamagas of other remadies Undet this Conirect,
.+ Notwithstanding anything to the contrary Inhe Geperal Prov:sfons Infotrhation Technqlogy,ln performing
services under this Contract, and o the-extent authotized by the State In the Statemant of Work, Contractor
may be pamilited by the State to-use.systems, of may be granted access to the State systems, which stora,
tranamif or process State owned, flcansed or maintained computerizad Data consiéting 6f parsonal
e infonnaﬁon‘ as defined by Civil Code Seoffon: 4798.29.(g). |fthe Contractor causes orXnowl ngly - . ¢
., experignoes a breach .of the seourlty of such Data,Contrastor shalt immediatoly.report anyybrsach of
~ i security-of such.systen to the State, icllowlng dlscovery or nofificaion of the-breach Inthe sacurly of, sutch
.. Data. The State's-Chief Informeath on. Seaurity Officer, o7 designee, shall determine whether nofifivation.to fhe
Indlviduals whose-Data has been lostor, breached is dpproprlete, If parsonal information of any resident of
Lallfornia:was, orls reasonably belleved o, have been acuired by an unauthorlzed, petson &s a result of g
* seeurlty breach of such systam and, DPatadhatis.not due fp-the faultof the State orany persap or entlly,
. Under the control of the State, Contractor:shall bear any and &ll costs.assaclated with the State's notiisation -
obligations and ofher obilgations set forth in.Givil Code Section 1798.29 (d).as well as the cestof credt
monttoring, subject to the daller imitation, If any, agresd to by the State and Contractor In the applicable
Statement of Woik, These costs may Include, but are not imlted to staff ime, malterial costs, postags, .-
media announcements, and other Idenﬂﬂable costs assoclated with the breach.of thesecurity of such
patsonal information.
&) Contractorshall conduct an lnvesugaﬂon cf the Data Breach and shall.shars the: report of the Investigation
with the State, The State andfor ity authorlzed agents shall have the right to tead (If required.by law) or

participate in the Investigation, Cont tractor shall cooperate fully with the Stats, ts agents and.law .
. anforcemant,

‘B

10, DISASTER RECOYERY/BUSINESS CONTINUITY; Unless: cthsrwlse stated in the Statement of. Work
~a) Inthe eventof disaster or catastrophic fallure that results In significant Data loss.or extended loss of access
" toData, Contractor shall notify the State by thefastest means avallable and also in witting, with additional
notiﬁcatlon provided to the Chief Information Securlty Offiear or designes.of the entracting agency.
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Conttractor shall prévide such notfication within twéntyﬂfour {24) howrs after Contractor reasonabiy believes -

_ there has bean such a disaster o catastmphio fallure. In the notiflcation, Contactor shall'inform the Stete of;
1) The scale and quanfity of the Data loss;
2)  What Contractor has done ar wifl do to racover the Data and mitigats any deleterious effect of the
Data loss; and
3) What correctlve actlon‘Contractor has taken or will take to prevent future Data loss.
Y If Contractor falls to respond mmediately and remady the fallure, the State may exercles lts
- options for assessing damages or other remadies under this Contract,

b) Contractor shall restore continulty of Saas, restore Data In accordance with the RPO and RTO as set forth
In the SLA, restore aceasslbliity of Data, and rapalr Saa$ as needed to mestthe performance requirements
stated.in the SLA. Fallure to do so may resultin the State exeralsing Its options for assessing damages or
other remedles under this Contract.

¢} Contractor shall conduct an investigation of the disaster or catastrophic fallure and shall share the raport of
the investigation with the State: The State and/or lts authorized agents shell have the right to lead {if

required by lew) or participate In the Investigation, Contractor shall cooparate fu!ly with the Stats, lts agents
and law enforcoment,

11, EXAMINATION AND AUDIT: In addition to the Examination and Audlt provision set forth In the General
Provisions - Information Technology, unless otherwise stated In the Statsment of Work:

a) Upon advance writtan request, Contractor agrees that the State or lfs designated representative shall have
access to Contractor's SagS, opetational documentation, records and databases, includlng onilne
Inapactions, that relate to this SaaS purchased by the State.

.b)  The onlfine Inspection shall allow the Sate, Its authorlzed agents, or a mutually acceptable third party to test
that controls are In place and working as intendad. Tests may include, but not be tlmlted to, the followlng:;
1) Operating systemnetwork vilnerabllity scans,
2)  Web gpplicaion vulnerabllty scans,
3} Database application vulnerability scens, and
4} Any othar scangto he performed by the State or representatives on behalf of the State,
c) After any significant Data loss or Data Breach or as aesult of any disaster of catastrophio fallure,
" Contractor wil at its expense have an lndepsndent, industry-tecognized, Stete-approved third party perform
< an Information. securlty audt, The audit results shall-be shared with the State within seven (7) days of
. Contractor's racelpt of such results. Upon Contractor recelving the results of the audit, Contractor wil
provide the State with written evidence of planned rerediation within thirty (30) days and promptly modify its
seourlty measures In order to meét s obligations under thie Contract, :

12, DISCOVERY: Contractor shall promptly notify the State upon recatpt of any requests which in any way might

" reasonably require aceess fo the Data of the State or the State's use of the SaaS. Contractor shall noftfy the State
by the festest means aveliable and also In writing, with additional notffication provided to the Chief Information

Securlty Offlcer br designee of the contracting agency, unless prohibited by law from providing such notification.

Contractor shall provide such notifiéation within forty-slght (48) hours after Contractor recelves the request,

Contractor shall not respond to subpoenas, servioe of process, Public Records Act requests, and other legal réq uests

. directed at Confractor regarding this Contract without first notifying the State unless prohiblted by law from providing
such notlfication, Contractor agrees to provide its infended responses fo the State with adequate time for the State to
raview, revise and, if necessary, seek a protactive order In a court of compstent Jurlsdiction, Contractor shafl not
respond to legal requests directed at the State unless authorized In-writing to do so by the State,
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